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Chapterl

Introduction

1.1 IntrusionDetection

The number of computer attacks increasessteadily per year. At the time of this
writing the Internet Security Systems'baselineassessmenis that a new, unpro-
tected computer with an Internet connectionwill be compromisedwithin one day
or sooner [1]. Intrusion prevertion techniquessud as encryption and authentica-
tion are usually the rst line of defense.In practice howewer, most of the times
there are weaknesse# the implemenation of intrusion prevertion and intrusion

detection becomesa secondline of defense.

1.2 ChangeDetectionAlgorithms

In detection theory if we obsene a given stochastic processfor a xed interval of
time, the typical objective is to minimize the error probabilities (probability of
falsealarm and probabiliti of misseddetection). Optimal detection shhemeshave

beenfound, which produce tests that comparethe likelihood ratio between the



given hypotheseswith a threshold dependert on the error probabilities.

In classicalsequetial detection methods the goalis to nd optimal solutions
to a hypothesistesting problem while accouring for trade-o s betweenthe prob-
ability of error and the decisiontime. This problem is typically formulated as
a Markov stopping time and the usual test is a sequetial probability ratio test
(SPRT). A more speci ¢ problem within sequetial detection that we will also
consideris the quickest changedetection, wherethe trade-o is betweenthe delay
of detection and the falsealarm rate.

Most of the presettation of theseproblemsand formulations follows [2].

1.2.1 Sequetial detection

We will assumethat we are observinga discretetime stochastic process(X )k 1.
We say that atest = (g;T) is a sequetial probability ratio test (SPRT) for
testing betweensimple hypothesesHyo = f : = ogandH; =f : = gif
we sequetially obsene data and if for ead time k we make one of the following

decisions

acceptHy whenz, a
acceptH; whenZ, h

cortinue to obsene and to test whena< Z, < h.

In the above,



fL(X5)

Zic= 109 5k

(1.1)

is the log likelihood ratio function of the two hypotheses.X ¥ = f X 4;::1; X g,
and a and h are positive thresholdssud that 1 < a< h < 1 : Next, let

us de ne 8

; E 1, whenZt+ h
g(X1) = 5 (1.2)
- 0, whenZ;y a

whereT is the exit time
T=Tah=minfn 1:(Z, h)[ (Z, &g 1.3)

Wald's sequetial probability ratio test (SPRT) is optimal for binary hypotheses
testing (M=2) betweentwo independent distributions in the sensethat it simulta-
neouslyminimizes both expectations of the samplesizeamongall tests for which

the probabilities of error do not exceedprede ned values.

1.2.2 Optimal changedetection algorithms

Despite the abundanceof techniques addressingthe change detection problem,
optimum sdhemescan mostly be found for the casewherethe data areindependen
and identically distributed (i.i.d.) and the distributions are completely known
beforeand after the changetime kg [3].

The cumulative sum (CUSUM) and the Shiryaev-Rolerts statistics are the two

most commonly usedalgorithms for changedetection problems.



1.2.2.1 CUSUM algorithm

For the i.i.d. case,the CUSUM algorithm minimizes (non asymptotic optimality)

the following objective function

F(T) = sup essSUPE,[(T  ko+ 1)"jxq;:5Xk 1]
ko 1

(1.4)

(where(x)* denotesmaxf 0; xg) amongall stoppingtimes subject to the falsealarm

constraint E; [T] 1=F, for somegivenF, 0. The algorithm is given by

f 1(Xi)
f 2(Xi)

z = log

and the stopping time is:

T= irllffk:Zk my  hg

for a given threshold h satisfying the falsealarm constrairt.
It canbeshovn that Z, my satis es the recursionZ

z)* with Zg mg= 0:

1.2.2.2 Shiryaev-Rolerts statistic

me = (Zk 1

(1.5)

(1.6)

(1.7)

(1.8)

mg 1+

For the i.i.d. case,the Shiryaev-Rolerts statistic minimizes (non asymptotic opti-

mality) the objective function

F(T) = supEx[T koT ko]
k 1

(1.9)



subject alsoto a givenfalsealarmrate. The algorithm is computedby the recursion
R,=(1+R, )& with Rg=10 (2.10)
The stopping time is given by

T = inffn:log(R,) hg (2.12)
n

1.2.2.3 Algorithm with a prior of the changetime

Thereis a nal optimal algorithm for i.i.d. obsenations proposedby Shiryaevthat

minimizesthe objective function
F(T) = Eftaogt (T  ko)'g (1.12)

where c represelis the cost of eat \extra" obsenation after the changetime kg
and 1,is the indicator function. The algorithm assumesa geometricprior for the
changetime. The optimal stopping rule consistsin stopping the rst time the

posterior probability of the changetime exceedssomeconstart threshold.

1.2.3 NonparametricCUSUM and Gishik-Rubin-ShiryaevStatistics

Most change detection algorithms applied to network trac use nonparametric
statistics asit is very complicatedto know or model the pre-changeand post-change
distributions of an obsenation of the network ow at all times by parametric

families.



The non-parametric version of the CUSUM assumesa random processwith

someregularity conditions. The form of the processis
Xk = a+ L) ¥ (0 W)l ko) (1.13)

whereE[ ] = E[ «]= 0,b+ a> 0, a< 0and 1is the indicator function.

The statistic for sud a sequenceas
Sk=(Sk 1+ %), S=0 (1.14)

and the correspnding decisionrule is
T= irr}ffn :S, > hg (1.15)

for a given threshold h selectedbasedon the falsealarm rate.
The nonparametric version equivalert to the Shiryaev-Rolkerts statistic is the

Gishik-Rubin-Shiryaev statistic [4].

1.2.4 GLR for composite hypothesisand nuisanceparameters

The caseof composite hypothesesis more useful and important from a practical
point of view. Unfortunately, this caseis much more complicated and there are
fewer available theoretical results than in the caseof simple hypotheses.

Two possiblesolutionsfor the caseof composite hypothesesare the generalized
likelihood ratio (GLR) and the averageover the prior distribution of the composite

and nuisanceparameters.



The preciseoptimal propertiesof the GLR testin the generalcaseare unknown,
but for many special casesthe GLR test is optimal and thereforeit will be our
preferredchoice.

To presen the algorithm considerthe casewhere the parameter ; after the
changeis unknown and beforethe change , is known. The log-likelihood ratio for

obsenations from time j up to time k is

fo(Xs X)),

fo(Xxk)’ (1.16)

Z{( 1) = log

so the ratio is a function of two unknown independen parameters: the change
time and the value of the parameter after the change. The standard statistical
approad is to usethe maximum likelihood estimatesof thesetwo parameters,and

thus the double maximization:

O = max supZ{( 1) (1.17)

1 <k

1.3 Network de nitions and algorithms

The network topologywill play animportant role in the chapter on worm detection
sowe will include somebasicde nitions.
Various classesf graphs (networks) have recenly attracted attention in rela-
tion to various dynamic properties of the Internet and other complex networks.
One of the rst network models studied is the Erdos Renyi random graph

model, where one starts with N nodes and connectsewery pair of nodes with



probability p, ending up with a graph with approximately pN(N  1)=2 edges
distributed randomly, and with the typical distance (hop court) betweentwo nodes
scalingaslog(N). Another important parameterin the description of a network
is the node dggree, i.e. the number of edges(links) emanating from a node. The

important discriminart is the degreedistribution:

Pr[a randomly selectednode hask edges]:=P (k)

In a random graph the majority of the nodes have approximately the same
degree closeto the averagedegreeof the network k,,, and the degreedistribution
is Poisson. On the other hand, in most real large networks sud asthe router graph
onthe Internet and the WWW graph, the degreedistribution deviatessigni cantly
from a Poissondistribution. It hasa power law tail P(k) k . Sud networks
are often called sale-free networks.

A key parameter in the analysis and discrimination between graphs is the
clustering coe cient of a nodei, characterizedby the number of edgesE; between
all neighbors k; over all possibleedgesamongthem k;(k; 1)=2.

A good overview of these topics including the basic algorithms to generate

di erent kind of networks is preseted in [5].



Chapter2

Worm Detection

2.1 Descriptionof the Attack

Worms are programsthat self-propagateacrossa network by exploiting security
aws in widely-usedserviceso ered by vulnerable computers. In order to locate
the vulnerable computers, the worm probes di erent computer addressesat the
speci ¢ port number of the serviceit is looking for. By exploiting the security
aw in the service,the worm usually can executearbitrary code with elewated
privileges, allowing it to copy and executeitself in the compromisedmadine. In
order to reproduce, the worm scansfor new vulnerable machines from ead new
compromisedcomputer.

There are other types of worms that we will not consider: for exampleemalil
worms (viruses) sud as Melissa, which require somesort of user action to abet
their propagation. As sud they tend to propagate more slowly and are easierto
detect.

Worms are popular attacks becauseno other medtanism allows for the rapid



and widespreaddistribution of malicious code, with virtually no way to trace the
attacker.

We will focuson the description of somewormsto clarify the concepts:

2.1.1 Examplesof self-propagatingcode in the Internet

The secondhalf of 2001 witnessedthe appearanceof three major worms with a

high infection success.

Code Red I (v2) was originally detectedin July 19, 2001. The sameday
it was reported that more than 250,000machines were infected in just 9
hours. This worm exploits a security aw in Microsoft 1S web seners (the
.ida vulnerability.) Onceit infectsa host, it spreadsby launching 99 threads
which generateuniformly random IP addresses.Eadch of these 99 threads
probed the destination computersto determine if the service was accessi-
ble. After the 3 TCP way handshale, it uploadsall the code, waits for the

adknowledgmen and moveson to infect other computers.

Code Red Il was originally detectedin August 2001. It exploited the same
vulnerability as Code Red I. If the languageinstalled in the system was
Chinese,it ran 600 threads and spreadfor 48 hours, otherwiseit ran 300
threads and spreadfor 24 hours. The scanningof ead thread was di erent

from that of Code Red I. It attempted to infect computerswith addresses

closeto the infected madcine. With probability 4=8 it probed an addressin

10



the sameclassA network, with probability 3=8 it probed the sameclassB
network and with probability 1=8 it probed an addressin the whole Internet.

This worm died by designby rebooting its host madcinesafter October 2001.

Nimda was detectedon Septenber 2001. It hasbeencalled a hybrid worm
becauseit tries to spreadby di erent meanssud as probing web seners,

massemailing, and by scanningfor the bad-doors left behind by Code Red

Even though Code Red | and Nimda are still very popular, there are new worms
being releasedn the Internet very often. Herewe mertion two recent examplesto

show the prevalenceof this threat to date:

The SQL Spida worm follows the footstepsof Nimda and Code Red. It was
detectedin May 2002. Once a vulnerable SQL sener is found, the worm
will infect that target and begin scanning for new targets. The scanner
bundled with the worm is multi-threaded. It seartiesfor uniformly random

IP addresse®ver the Internet.

Slapper was detectedin Septenber 2002. It spreadrapidly throughout the
Internet, a ecting over 20,000vulnerable senerswithin 72 hours. It exploits
an OpenSSLbu er over ow vulnerability in Apache web seners. The worm
attacks by sendingan initial HTTP requestto port 80 (HTTP) and examin-

ing the Sener headerresponse. Only if the target sener is running certain

11



Linux distributions it will proceedto connectto port 443 (HTTPs) to send

the exploit code to the SSL servicethat is listening on the remote computer.

2.2 Why is it important to detectwormsearlyin their de-

velopmet?

In the latest Internet Risk Impact Summary report published by ISS at the time
of this writing [1], the prevalenceand increaseof computer attacks using worms
was emphasized.The top three categoriesof computer attacks are directly related
to worms and other self-propagatinghybrid threats which exploit multiple vulner-
abilities acrossdesktopsand seners. In addition, the worm attacks of Code Red
and Nimda were selectedasthe top worst security attacks in the last v e years|6].

We would like to detect a worm as soon as possiblein order to minimize the
number of compromisedhosts. A caseexamplewas that the quick discovery and
prompt action by System Administrators prohibited Slapper from spreadingfur-
ther and preverted its damage[1]. Somehighly cortagious worms can alsoinduce
side e ects sud as BGP routing instabilities when they read their peak.

Currently, howewer, detection usually relies on informal email discussionon a
few key mailing lists. This processtakeshours at a minimum, which is very slov
for the rapidly-propagating worms.

Furthermorein [7] it is stated that the spreadof the theoretical ash or Warhol

12



wormswill be sofast that no human-driven communication will su ce for adequate
identi cation of an outbreak before nearly complete infection is achieved. It is
therefore proposedto sponsor researt in automated medanisms for detecting
worms basedon their tra ¢ patterns. The appearanceof sud a worm wasselected

asthe greatestsecurity threat in the Internet [6].

2.3 Detectionalgorithms

Although the spreadof a worm increasedra c over a network, the worm itself is
small (Code Red was 4KB), and it only takes40 bytes for a TCP SYN padet to
determineif a serviceis accessiblesodetectioncannotrely on bandwidth statistics.
Furthermore, detection basedon side e ects sud as the use of host unreahable
messageand connectionattempts to routers asa way of detecting worms will be
lessreliable while the worm is getting o the ground if it usesa hit-list scanning
[7].

We will focuson the fact that the self propagating code will try to usespecic
vulnerabilities that can be iderti ed with certain port numbers. Soin the rest of
this chapter we will assumethat the trac monitoring variable is the connection
attempts (probes)to agiven TCP/UDP port number(s). Wewill alsoassumemost
of the time a probability distribution on the trac obsenations. Sud probability
can be of the form Pr(Number of probesto a given port number j A serviceis

provided in sud a port). Soin our framework we assumethat there is a baselineof

13



connectionsto the given monitored port in all sensorgcomputers) of the network.
The obsenations canbe madeat di erent participating ISPs enforcingpoliciesfor
blocking self-propagatingcode onceit is detected.

We will explore the e ect of aggregationfrom distributed sensors. This ap-
proac is motivated by the current infrastructure of distributed Intrusion Detec-
tion Systemssud as myNetwatchman, Dshield and Symartec's DeepSigh Threat
Managemem System. Another motivation is presented in [7] as the authors pro-
poseto foster the deploymert of a widespreadset of sensorsfor worm detection

(possiblyin the Internet badkbone.)

2.3.1 Detection of a changein the mean

Clearly the simplestapproad to changedetectionis to detecta changein the mean.
We will denoteby fX,.g the obsened stochastic processat sensorl 2 f1;:::;Lg

at time k2 * and by X, we will denotethe aggregateobsenation at time k, i.e.

Xy = X1k (2.1)

2.3.1.1 Changedetectionin distributed sensorsystems

In this rst approad we will assumethat eat sequencd X9 is i.i.d. with pdf
fl(o) beforeandfl(l) after the change. Furthermore, in traditional distributed detec-
tion it is assumedthat the obsenation sequenced X 1.4g; :::; f X .k g are mutually

independert s.t. f O (xq; X k) = Qlel f I (x) fori 2 £0;1g in order to keep

14



the problem tractable. In our casewe can assumethe independerve condition

amongsensordholdswhenthe worm scansrandomly the whole network monitored

by the sensord.e. the worm has no scanningpreferencebetweensensors.
Basedon the information available at time k a messagée/,x dependingon X,

is sert to the fusion certer. Wewant to nd a stoppingtime T 2 * minimizing

sup E,f(T ko)MjT Kkog (2.2)

1 ko<1

for all m, (where kq is the unknown changetime) subject to a false alarm rate
1=E, [T] < F4. It wasshown in [8] that the optimal messag€in the asymptotic
casewhenF, ! 0) V, is completely determinedby threshold comparisonsof the
likelihood ratio at the sensorl: , < fl(l)(x|;k)=f,(°)(x|;k) vi+1 (note the inde-
pendenceon V on k). It is of importancein traditional detection over distributed
sensorgo minimize the transmissionbandwidth, so V. is usually a quartized ob-
senation basedon the partition on f (X ,)=f? (X .) by the thresholds ,. In
the limit case,the sensomwill not sendanything (0) if the likelihood ratio is belov
a certain threshold, and will sendan alarm (1) if it is greaterthan a threshold
In our casesincebandwidth is not a limiting factor we will sendthe likelihood (or
log-likelihood) evaluation to the fusion certer.

The messagéeV,« will have an induced distribution gl(i) when the obsenation
Xk is distributed asfl(i). The test at the fusion certer usingthe Shiryaev-Rolerts
detectionis thus

X g|(l) (Vl;k)

Z(K)=  log (2.3)

15



R(k)= 1+ Rk 1)ef®; R0O)=0 (2.4)

T(F.) = inffk  1:R(k) 1=Fag (2.5)

Xk

Xk
We will assumethat f,(o)(x|;k) = ¢ 0:')%! andf,(l>(x|;k) = ¢ 1:')%! with 1 >

X[k

o1 for all sensors.The likelihood ratio at eah sensoris then e o 1 1L

0;l
It is then clear that the thresholds comparisonsof the likelihood are reducedto

thresholds comparisonson x;.x. For examplein the caseof a binary message

alphabet f O; 1g, 8

5 L log + 11 o
1; if Xik 2 oo ea -
\/I’k - IOQ 1;l |0g ol (2_6)

3 ; log + 11 o
' 0' if Xl;k log 1y log oy

In the asymptotic case,in which we do not careabout bandwidth constrairts and
are allowed to usean arbitrarily large messagelphabet, g,( o fl(i).
2.3.1.2 CUSUM of aggregatedtra c

For this approad we send X, directly to the fusion certer, without computing

the local likelihood. Again, we will assumei.i.d. distributions at the sensorswith

. X1k
£ (xiy) = e 1)L 1t is known that the aggregateX . will be distributed as
0 N
fu = i 2.7
() =e ' (2.7)
P . - . .
where ;| = .; iy (i 2 f0;19). The log-likelihood ratio at the fusion cen-

ter neededto apply the CUSUM algorithm presetted in the introduction is thus

ze(x) = (o 1)+ xlog -+ .

16
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Figure 2.1: Code Red | Infection (source CAID A)

2.3.2 Detection of an exponertial signalin noise

The i.i.d. assumption of the obsenations after the changeis not valid because
ead infected host will try in generalto scanthe samenumber of hostsin a given
interval of time, and asmore and more hostsbecomeinfected x,.x will increasewith
k. In particular we know from simple population dynamic models that a worm
scanninguniformly randomly the whole network will follow a logistic growth [7].
In gure 2.1 we seethe number of infected hostsby Cod Red | during its rst
day. In gure 2.2 we seethe growth in number of probesby the worm w32.Leave.
Let be the population of infected hosts. Let r be the intrinsic growth rate

(the growth rate when (t) is small) and let a be a given positive constart. Then

17
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Figure 2.2: Number of probesdue to the w32.Leare worm

the logistic growth satis es the nonlinear ordinary di erential equation

with solution

) NoB
~ No+ (B Npe

)

(2.8)

(2.9)

where B = r=a and Ny is the population at time 0. Sincewe are interested in

detecting a worm as soon as possiblewe look at the behavior of (t) whenit is

small, i.e. we considerthe exponertial growth

(t) = Noe”

The equivalent discretetime recursionobtained from di erence equationsis

E = Nomk
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(d standsfor \discrete") wherem is the discretizedgrowth rate when ¢ is small
and N is the number of hosts compromisedat k = 0. The discretizedversion of

the cortinuoustime equation (2.10) is
(k t):= = Nk (2.12)

We can seethat , matches ¢ whenr = log(m). We canuse ¢ and ¢ inter-
changeablyalthough for the casesn which we needintegervalues, ¢ will be easier
to use.

For the detection problemwe will assumethat the valuesof No andr (or m) are
unknown. Moreover we will considerthat the normaltrac W, at eat sensorl,
is distributed under a (probably unknown) distribution @ (wy.1; ::5;wi) for k 2

giving anormal trac aggregate
W= Wi (2.13)

distributed asf @ (wq; 23 wy).

Our main assumptionin this section is that the number of probes seenat
the sensorswill be proportional to the number of infected hosts  ¢. The usual
changedetection hypothesistesting problem for the aggregatetrac (2.1) would
be asfollows:

Ho @ Xk = W whenl k M
Xk =W whenl k< kg

Hl:
xk = J+wgwhenk, k M
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Howewer, we want k to restart to 1 whenewer Hy is accepted, so we use a
sequetial hypothesistesting where the changetime kg is implicitly given by the

time in which the sequetial test restarted and H, was accepted.
Ho @ Xk = W whenl k M

Hit x,= d+wcwhenl k M
In orderto detecta signalin noisewe must computethe generalizedikelihood
ratio in the time window [1,...,M] and compareit to the threshold h. To accom-
modate di erent growth rates, the intervals t of the time stepsk canincreaseor

decrease.

2.3.2.1 Exponertial signaldetectionin noise

The detection of the signal ¢ in noisew is achieved with the test:

Ha

Sup;N o:m f © (Xk E)

00 h (2.14)

Ho

Note that the parameters and N, can be combined into a single parameter Ag
for the optimization problem.

We will start by assumingthat the normaltrac W,y isi.i.d. with distribution

W;k

|
fi(wy) = e DL Sounder Hy, X is then distributed as

Wi ! °

Xk
fO(x)=e — (2.15)

X!
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where = i =1 I

The discretenoisedistribution preseits the problem that the optimization al-
gorithm in (2.14) hasto restrict ¢ to integer values. Note that in this case
8(Ag; M), 8(k;j) Xk d(Ao;m) isindependert of X; jd(Ao;m) . Sowe can
computethe likelihood ratio for ead time stepk: The likelihood ratio function for

time stepk is then

Xk Aomk |
Xk!
max —-2—2> = max "

“ k .
Aom 5 (ki AomA)l  Agm X 1) ( Aom+ 1) (2.16)

For the whole time window [1,...,M] the log-likelihood ratio is then

0 1
Ao)(\k 1

M
max @ A;m*log( o)+ log(xk j)A (2.17)
Aom g j=0
The maximization is subject to the constrairts x, AymX 0, m > 1and Agmk 2
*. This equation cannot be solved assumingcortinuous variables and rounding

up or down the optimum valuesfound. We must therefore rely on combinatorial

optimization.

2.3.2.2 Exponertial changein the mean

In this subsectionwe will assume&he samenoisemodel asin subsection2.3.2.1. We
will assumethat the meanof f © varieswith respectto k via an exponertial growth
model. The advantage of this approad is that we can use standard optimization
algorithms over ¥ for the GLR method, asthe meancantake any real value. The

disadwantage of this approad is that it is not truly a problem of signal detection
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in noise. Furthermore for certain discrete random variablessud as those with a
Poissondistribution, if the meanchangesthe variancealso changes.
Under the rst approad to H;: the exponertial growth in the mean, X will

be distributed as

oy (t k(Ao;T))™
Xk!

f O (x; AgiT) = Taxe( (2.18)
0.l

wherethe dependenceon the unknown nuisanceparametersAg andr is stated ex-

plicitly . Following the GLR algorithm givenin the introduction we could compute

f @ (xy; Ao;T)
f O (xy)

G = ma log
Howewer sincethe signal we are trying to detect is exponertial we preferto avoid
the maximization step over k and usea batch approad with a sliding window of
size M. Note that given xed (Ag; m), for all (k;j)k 6 j (Xx) is independen of

(x;), sowe can compute the likelihood ratio for eat time step k: The likelihood

ratio at time stepk is then

e ( 0+A0efk) + A erk Xk . A erk Xk
max ( S i maxe A°¢* 1+ —° (2.19)
Aoir e 0 Aor 0
For a window [1,...,M] the log-likelihood ratio is:
b A erk
max Ac€¥ + xclog 1+ =2 (2.20)
0.r 0
k=1

The maximization is subject to the constraints A > c¢; andr > ¢,, wherec; and

C, are two given positive constarts.
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2.3.2.3 Nonparametric regressiondetection

Sofar we have always beenassuminga parametric distribution f @ (wy;:::;wy) for
the normal trac. This assumptionis valid for a wide number of ports as the
trac seencan be regular. Howewer in somecasesthe real distribution can be
quite di cult to obtain. For examplethe number of probesseento port 80 (http)
or port 21 (ftp) for computers providing those servicescan exhibit long range
dependenceand multifractal behavior.

In order to deal with someof the more complicated problems, in particular
those where no clear mean of f @ (wy;::;;w,) can be established, we propose a
nonparametric changedetection algorithm.

The ideais to do a linear regressionon log(x;). This regressionwill produce
two parameters,a slope ¢, and the error erry from the estimated regressionof
Xk Mm+1; . Xk. From this we compute the statistic z, = ¢c=err,. We usea sliding
window over k to computethe statistic. Then we apply the non-parametricversion

of CUSUM or the Girshik-Rubin-Shiryaev algorithms to z.

2.4 Simulation

2.4.1 Worm simulation

We createddi erent scale-freenetwork topologieswith a delay of oneunit step per

edgefor simulating the commnunication amongdi erent nodes. One of our main
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algorithms was a modi cation to the Albert Barakasi (AB) algorithm [5]. In

this setup we build a cluster of nodes using the (AB) algorithm of size L ¢jyster

whereead newnode is included with degreedquster . Afterward we add L s nodes
(Las = 4 in our simulations) with two edgesconnectingthem to random nodes
in the cluster. From this point forward we cortinue to include nodes of degree
1 selectingan edgefrom any node exceptfrom the node in the clusters, so this

growth simulates the creation of 4 autonomoussystems(AS) connectedthrough a
high degreecluster. At the end the L s nodes(selectedamongall nodescreated
after the rst Lquster + Las Nodes)with the highest degreeare connectedto the
high degreecluster to reducethe bottlenedks from nodesin the subnetwvorks to

reat the cluster. A typical result of this algorithm is shavn in gure 2.3.

The simulations can be placedin the framework of the distributed IDS pre-
serted sud as myNetwatchman and Symartec's Deep Sight Threat Managemenm
system. Each node represets the IDS of a given subnetwork and the worm scans
di erent computersin di erent subnetworks until it nds a vulnerable madine.
Howewer the simulation environment we presen is more closely related to the
widespreadof sensorsin the Internet badkbone [7], becauseead node acts as a
router and will seetransit probes(e.g. a leaf router). Under this framework the
worm spreadsby using hit-list scanningbecauseall the initial probes nd a vul-
nerablemadine. Thereforeno attack probe is wastedscanningimmune madines.

For the normal ow model, eat node tries to senda normal probe every T

units of time to a uniformly randomly selectednode in the network. Ead node
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sendsthe probesindependen of any other node. T was assumedto be a random
variable either Exponertial (with time delay equalto the averageround trip time
of the network) or Pareto distributed (with parametersa=1.5 and b=1). At the
changetime there is only one abnormal node. The node tries to cortact another
node at randomto reproducethe worm. The maliciousnode then waits four round
trip times to start searting for another vulnerable node. This waiting time was
selectedas a model of the three way handshaking plus the small upload of the
worm found in real networks. In gure 2.4,the rst sub gure shows the time in
which ead particular node got infected. The secondsub gure shows the number
of infected hosts. The infection starts at time 500and by time 750 more than 85%

of the nodesare infected.

2.4.2 Application of the detection algorithms

By \fusion" we referto the algorithm preseted in section2.3.1.1. The mean
o1 Of the assumedPoissondistribution gl(o) was estimated during the rst
200time stepsfor all I. The meanof the anomalousPoissondistribution was

setarbitrarily to 1, = 1:2 o,.

By \aggregate cusum” we refer to the algorithm of section 2.3.1.2. The
mean , of the assumedPoissondistribution f© was again estimated for
the aggregatetra ¢ during the rst 200time steps. The anomalousPoisson

distribution wasalsosetto 1= 1.2 .
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By \exponertial in noise" we refer to the algorithm of section2.3.2.1. We
usedcombinatorial optimization for di erent time windows asthe optimiza-
tion function in equation (2.17) cannot be maximized using cortin uous vari-
ablesand rounding up at the end. The integer restriction givesus a prob-
lem,asmk form 2 £2;3;::gandk 2  grows extremely fast. Our solution
was to selecttwo windows. In the rst window of length 5 the median of
Xk Xk 3: Xk 2 Xk 1, Xk is obtained as X. The secondwindow of length
4 is taken among X 3; Xk 2; Xk 1;X«. It is in this window that the opti-

mization in equation (2.17) takesplace.

By \exponenial changein mean" we referto the algorithm of section2.3.2.2.
A variant of this algorithm was obtained by setting A; xed and maximizing
over r. The nonparametric CUSUM algorithm was applied to the optimal
estimater. This algorithm will be called\r nonparamcusum”. Proving the
concavity of the function we want to maximize (equation (2.20)) is very di -

cult. We instead computedthe Hessianand cheded if it is negative de nite
at the solution of the gradiert. For the simple caseof xed A, the gra-
dient of the function is given by gp M Ap€*+ xclog 1+ % =

P rk . . . . .
M kAEgk+ xkﬁﬁ—o , So the optimization relies on solving a non-

. . .. P K
linear function. The Hessianis .,  k2A,egk+ xk(AOkfk% . When
0€ " + o

we optimize alsowith respectto Ag the problem is reducedto solving a set

of nonlinear equations, but we used mostly optimization methods without
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the gradiert computations.

By \regression" we refer to the algorithm preserted in section2.3.2.3. A
variant of this algorithm is called \robust regression”,and was obtained by
using the iterated weighted least squaresestimate of the slope. This robust
approad was selectedas a way to cope with outliers without including di-
rectly the error (in the least square t) in the changestatistic. The slope
c oPust optainedat eat time window [k M + 1; ::;; k] wasusedasthe stochas-

tic processfor the nonparametric CUSUM algorithm.

2.4.3 Detection results

The following detection delay plots are the worst casedetectiondelay asall change
detection statistics are reinitialized to zeroat the time of infection. Furthermore
all detection delays were obtained by averaging10 runs.

Our rst performancemetric wasthe detection delay vs the number of sensors
under an exponertial waiting time for the normal trac. The sensorswere picked
in order starting from the highest degreenodes. Surprisingly, for our simulated
network in gure 2.3, the detection delay doesnot seemto decreasenonotonically
asthe number of sensordncreasespr even with di erent network sizes,exceptfor
the regressionstatistics ( gure 2.7.)

According to our network construction algorithm we have four subneworks

and ead is connectedon averageby two gateways to the highly connectedcluster
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Figure 2.6: Detection delay vs high degreenode aggregation,540 nodes.

and thus any node within that subnetvork trying to read a node outsidewill send

padets through this gateways sothey tend to cortain mostofthe trac. Totest if

the result was a consequencef our four subnetork constructionswe generateda
scale-freenetwork basedon the original (AB) algorithm. During the construction
eat new node is attached to the network with m edges. For the gure 2.8 we
chosem = 2.

The results seemto suggestthat in a generalscale-freenetwork a very small
set of the highly connectednodesis enoughto detect any global variation on
the network ow, and that increasingthe number of sensorsdoesnot on average
decreaseor increase-the detection delay, in fact on averageit remainsconstart.

Howe\er if the sensorsare picked at random then aggregationhelps according

30



20nodes in cluster 100nodes in AS
single run aggregation

— fusion
—=— aggregate cusum
—+— exponential change in mean
I NONPATam CUsum
2501+ - exponential in noise
regression
robust regression

¢

detection delay, false alarmrate 0.003
2 &
T T

ik = = = |

number of sensors

Figure 2.7: Detection delay vs high degreenode aggregation,120nodes

31



120 Barabasi scale free network with ¢=2
Exponential waiting time

fusion

—— aggregate cusum

—+— exponential change in mean
I nonparam cusum
exponential in nois
regression
robust regression

[«
o
T

-
w
T

[o2] ~
o o
T T

detection delay given a false alarm rate of 0.003
3
T

51 o
S0
R
ek ; \/\
==k
40+
M~

35 I L |

0 5 10 15

number of sensors

Figure 2.8: Detection delay vs high degreenode aggregationfor (AB) network

32



Exponential waiting time random sensors

20nodescluster100subnodes
300

fusion

—<— aggregate cusum

—t+— exponential change in mean
I nonparam cusum
exponential in noise
regression
robust regression

N

[,

o
T

]

(=1

o
T

—_

(5,4

o
T

detection delay for a false alarm rate of 0.003

Y
(=1
o

T

number of nodes

Figure 2.9: Detection delay vs node aggregationselectingthe nodesat random

to gure 2.9.

Furthermore if we selectthe highestdegreenodesin a randomnetwork (random
graph), the aggregationalso helps. See gure 2.10.

Partial answers can be found by the degreedistribution in gure 2.11 of our
original 540 node network. As should be expected very few nodes have a high
degreethat capturesmost of the tra ¢ in the network. The high degreenodesfor
the original 540 node network are given in table 2.1. This is consisten with the
heavry tailed degreedistribution of the (AB) model network in gure 2.12. The
degreedistribution of a random network follows a Poissondistribution and thus

the number of high degreenodesis larger (gure 2.13.)
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Node |42|41|44|89|43|56|55|135(87| 4

Degree| 50| 42| 25| 14|14 13|13| 12 |11 |11

Table 2.1: High degreenodesfor the network in gure 2.3

So far most of the statistics have performed similarly exceptfor \regression”,
\robust regression"and the \r nonparam cusum”. The \exp in noise" statistic
alsosu ers when the nodesaggregatedare selectedat random ( gure 2.9) and in
arandom network ( gure 2.10.) This result is dueto the constrainedoptimization
as discussedbefore. When we aggregaterandom sensorsin a scale-freenetwork,
or when we monitor any node in a random network, the aggregatedoverall tra c
is smallerand thusit is very di cult to t afastexponertially increasingfunction
(equation (2.17)) in small intervals.

To test the e ectivenessof the nonparametric statistics we then simulated the
waiting time of the normal trac with the Pareto distribution (see gures 2.14
and 2.15).

The detection delay vs the averagetime for falsealarm can be seenin gures

2.16,2.17and 2.18.

2.5 Conclusions

In scale-freenetworks a very small set of the highly connectednodesis su cient

for detection and aggregationonly improvesthe performanceof the nonparametric
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Figure 2.14: Detection delay under Paretotrac 540node network
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Figure 2.15: Detection delay under Paretotrac 640node network
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statistics. If we select sensorsat random or if we monitor a random network
then aggregationis very important for detection. Most of the parametric statistics
perform comparably under a wide variety of conditions. The best performance
on averageis always obtained by the statistics measuringa changein the mean,
mainly \fusion", \aggregate CUSUM" and \exponenial changein mean". When
the trac deviates signi cantly from the assumedtra c distribution, the best
performanceis producedby the nonparametric statistics \regression" and \robust
regression”.

The large variability in the aggregationcan be accoured in part to the small

spikesthat crossthe threshold beforethe real statistic grows (lucky alarms). For
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Figure 2.19: Fusion statistic under Pareto tra c

examplein gure 2.19the alarm was set at time 610, even when the real growth

in the statistic was after time 650.
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Chapter3

Detectionof Distributed Denialof ServiceAttacks

3.1 Descriptionof the attadk

A denial of serviceattack (DoS) can be de ned as an attack designedto disrupt
or completely dery legitimate users'accesdo networks, seners, servicesor other
resources.The most commonDoS attack involvessendinga large number of padk-
etsto a destination causingexcessig amourts of network endpoint bandwidth to
be consumedand (or) cpu processingrate at the destination.

In a distributed denial of service(DDoS) attack typically an attacker compro-

misesa setof Internet hosts(using manual or semiautomatedmethods like a worm)

Zombies
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Figure 3.1: The attacker createsa zombie army to 0 od a target.
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and installs a small attack daemonon ead host, producing a group of "zombies"
(gure 3.1). This daemontypically corntains both the code for producing a variety
of attacks and somebasic communications infrastructure to allow for remote con-
trol. Using variants of this basicarchitecture an attacker can focusa coordinated
attack from thousandsof zombies installed acrossdi erent autonomoussystems
(AS) boundaries, onto a single site causing excessie amourts of endpoint and

possibly transit network bandwidth to be consumed[9].

3.1.1 Persistenceand characterization of DDoS attacks

In [10] an estimate of 12,805attacks was provided over the courseof three weeks
in February 2001. Most of the attacks were short, 50% were lessthan 10 minutes
and 80% were lessthan 30 minutes. Howeer the tail of the distribution waslong:
1% of the attacks were greater than 10 hours. Although most of the attacks are
targeted against home macdhines, suggestingthat minor DDoS are usedto settle
personal vendettas, there is a small but signi cant fraction of attacks directed
againstnetwork infrastructure. 2-3%of attacks target domain nameseners(DNS)
and 1-3%,target routers (with a disproportionately large number of padets.)
According to Alan Paller, director of the SANS Institute, DDoS attacks are
not goingto be solved becausewe get somenew hardware in the system, but by

re-engineeringthe whole Internet.
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3.1.2 Recen examplesof DDoS attacks

One of the more complexand elaborate DDoS attacks was the attack on October
22,2002to the 13main DNSroot seners. The attack o odedwith ICMP messages
the 13 DNS root seners around the world with more than 10 times the normal
amourt of data. Sewen of the senerswerea ected enoughto have periods of \zero-
readhability”. It took about an hour for security specialiststo enact defensie
measuresand restoreservice. The attack failed to disrupt servicebecausehe data
on the 13 key seners is replicated tens of thousandsof times by ISPs and other
computersaround the world. Only an estimated 6% of the requestsreated the
root DNS seners. Theseattacks wereeasyto defendagainstbecausehey relied on
a simple ICMP o od which is not typically seenin very high volumes. Instead of
sendinga o od of packetsthat all usethe sameprotocol, attackersusually disguise
a DDoS attack asnormal trac. In sud an attack, nothing about the protocols
usedor the padets sert would appear unusual, but the volume of trac would be
enoughto overwhelmthe targeted sener. Even more perniciouswould be attacks
that target the routing infrastructure (as opposedto the DNS infrastructure) of

the Internet accordingto security engineersat Arb or Networks.

3.1.3 Related work

Seeral vendorso er early-detectionand responsetools for dealing with DoS at-

tacks. The main focus of sud technologiesis to quickly give IT managersthe
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information neededto Iter out malicioustrac while letting in legitimate users.

Most of these products work by comparing live network trac against some
previously de ned baselineand by alerting usersif there is a signi cant divergence
from that baseline. The alerts might be basedon a comparisonof byte or padet
rates,tra ¢ that's directedat speci c resourcestra ¢ that originatesfrom speci c
IP addresser spikesin network tra c.

The changedetection approad to detectdenial of serviceattacks hasalsobeen
addressedn [11, 12] wherethe detection is done at the victim's network. We will

try to presem newalgorithms for the detectionin the upstream\transit" network.

3.2 Why isit importarn to quikly detectroutersparticipat-

ing in a denialof serviceattadk?

Almost all DDoS attacks involve multiple networks and attack sources,many of
which have spoofed IP addressedo make detection even harder. So completely
choking o the o ending trac requiresnetwork administrators to call upstream
service providers, alerting them of the attack and having them shut down the
trac. That processhasto be repeatedall the way bad to ewery attack source.
Soalthough DDoS are easilyidenti ed at the victim's site, it is natural to extend
the quickest detection problem to the transit network.

There arevarioustechniquesand ideasfor mitigation of denial of serviceattacks
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that require the iderti cation of the routers participating (involuntarily) in the

attack. Most of thesetechniguesconsumea signi cant amourt of router resources
soit is advisableto usethem only when needed.Someexamplesthat are provided

in some Cisco Routers are TCP Intercept and Committed AccessRate. Some
related work is alsopresened in [13, 14]wherethe key stepin the proposeddenial

of servicemitigation algorithm consistsin identifying the routers forwarding the

malicioustra c.

Network administrative policy in uences how the nodes are monitored and
what to do oncewe start correlating alarms. Doesit make senseto monitor all
routers? Or does this monitoring consumetoo many resources?Are the nodes
monitored computing the statistics necessaryto detect a local change by them-
sehes? Or are they sendingall the information (packets per link) to compute the
statistics at the network-operating certer (a fusion certer). A reasonableassump-
tion for transit networks carrying a lot of trac which cannot be analyzedat line
rate, is that routers do not keepthe number of padets to a speci ¢ destination,
as this might be too expensiwe during operation. Thus we are interested only in

passively monitoring the network.

3.3 DetectionAlgorithms

Our main goalis to attempt a rst approad to the problem of detecting when a

distributed denial of serviceattack is taking placein one sub-netvork of a transit
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(core) network comprisedonly of routers.

Parametric and non-parametric changedetection algorithms are applied to the
problem of detecting changesin the direction of trac ow. The directionality of
the changein a network ow is assumedto have an objective or target. We are
interested in the quickest detection problem when the attack is distributed and
coordinated from se\eral nodesagainsta targeted one.

We usea directionality framework, which givesus a way to computethe se\er-
ity and directionality of the change. The se\erity represeits a composite M-ary
sequetial hypothesistest that is easily solved under Gaussianassumptions.

We nally introduce a heuristic distributed change detection medanism for
correlating the alarmsin a subsetof monitored nodes. Given an alarm as a pair
(direction and se\erity) we correlate the se\erity of the alarms with alarms from
other nodesin the samedirection. And we shaw that this is equivalert to another

M-ary sequetial detection problem amongthe routers.

3.3.1 Problem formulation

We take a new approad for identifying Distributed Denial of Serviceattacks by a
set of nodesin a transit network. The basicideais that at eat highly connected
node, the data tends to aggregatefrom the distributed sourcestoward the desti-
nation, giving a senseof directionality to the attack. This directionality idea will

provide us a framework to designchangedetection algorithms that are goingto be
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lesssensitive to changesin the averageintensity of the overall tra ¢ and will focus
on di erentiating the di erent random uctuations of the network trac versus
uctuations wherethere is a clear changein the direction of the ow at a given
node. We are consideringpadkets in a very broad and generalway, but clearly
our approad can be extendedto monitor certain speci ¢ padet typesgiven the
protocol. For examplewe might be interestedin measuringonly TCP SYN-ACK
responsepadkets for identifying a re ected distributed denial of serviceattack, or
ICMP padkets for identifying ping o ods.

Let's assumewe are monitoring node d in gure 3.2. Let X ™ denote the
stochastic processrepreseting the total number of padets sent by d through the
link (d;m) (an orderedpair) at time stepk, wherem 2 N (d) denotesa neighbor of
d, and N (d) the setof neighbors of d. Let X ¢ denotethe vector with the elemers
X I™ and let 5 3

EolX
6= 8 Eg[X (3.1)
EolX
We will be interestedin changesof the form:

4+ (3.2)

where is a non-negatie scalarand |, (in the caseof three obsened links

JN (d)j = 3) is one of the usual basisvectors of the three dimensional Euclidean
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Figure 3.2: A transit network composedof nodesa, b, ¢ and d.

space.Namely: 2 3 2 3 2 3
1 0 0
a= @07, b=81%, c=Ro (3.3)
0 0 1

Soin gure 3.2,if node d suddenlystarts a broadcast,there will be a changein the
mean of all processesHowewer we are not interestedin sud a change. Instead if
there are attackersin the subnetvorks attachedto b and c, and they target a host
in the network attachedto a by o oding it, there will be a changein the direction
a. Testingdirections should help usin discriminating unwanted falsealarms due
to random uctuations of the ows.
To formalize our ideaswe considerthe framework discussedin [2] of change

detectionin aknown direction but unknown magnitude of the change. Our problem
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is a little bit di erent in that we are consideringan M-ary sequetial hypothesis
testing problem and that we will not allow changeswith negative or zero values
for ,i.e. we imposethe restriction 0.

Thus the resulting changed8etection problemis:

g When k < tchange

k) = (3.4)
% d+ or
T 9+  .whenk tchange

wheretchange iS @an unknown time step when the changeoccurs.
Sincewe have an unknown parameter we follow the GLR approad from the
introduction. We run in parallel a GLR for eat possibledirection |, versusthe

null hypothesis ¢ :
Qk d
. Sup adm o - f dy dm (Xk)
d:m i=1 m
= maxlo O 0
9 = maxiog SK (X9

(3.5)

Only the test g®™ that readesits given threshold is stopped. The threshold hd™
for ead of the parallel testsis selectedgiven a xed falsealarm rate probability.
Equation (3.5) has a nice closedform solution when the distributions are as-

sumedto be Gaussian ( J; 4). In this casewe get the constrainedoptimization

problem:
Xq
m"(;] é Xid 8 m T dl Xid g m (36)
i=j
If the restriction is inactive then we obtain
P
T 1 1 k X, d
o k j+1  i=j /Ni 0
oM () = — (3.7)
m d m
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If the restriction is active then ¢¢™ = 0.

The intuitiv e idea of this approad is that you are projecting the di erence
betweenall available samplemeansand the mean { (or historic meanestimate for
practical purposes)into eat of the possibledirections ,, and selectingthe time
step of this projection that maximizesthe likelihood of the alternate hypothesis
assuming § + Og;m(j) m, I.e. whenwe think the samplemean started moving in
the , direction. The uncorrelated covariance (in our case)is just a weighing
parameterfor being cautious about declaringa changein the meantoo soon if the
processis obsened to have large uctuations around the mean.

We tested the robustnessof this approad even whenthe distribution was not
Gaussian,as long as we are computing the mean and covariancein a window of
time, much bigger than our falsealarm delay, to keepmeanand covariance up to
date and only detect abrupt changes. Recall that in the worm detection chapter
we computedthe meanonly once.

Following most changedetection approatesappliedto network trac [11,12],
we also usethe nonparametric CUSUM test for ead link independerly: Slf;m =
maxf0; S XI™  NI™  d™Mg, wherec?™ is a positive deterministic sequence
chosenexperimertally to minimize the averagedetection delay and le';m is the

historical estimate of the meanEq[X &™].
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3.3.2 SensorFusion

Sofar we have beenfocusingon detecting a changein a single node. One of the
main advantagesin having se\eral nodesunder monitoring is that we can perform
an aggregationof the statistics betweenthe di erent nodesin order to decrease
our detection delay given a xed false alarm rate probability. In particular if we
are monitoring nodesfar away from the destination, most of the local statistics
will not yield an alarm and the attack might be unnoticed.

The alarm aggregationcan be performedby seweral methods. Here we propose
a simple algorithm that will only require the knowledge of the routing tables for
the nodesbeing monitored.

We want a medanism to aggregatethe di erent statistics at ead monitored
node. Clearly the aggregationmedanism cannot be multiplicativ e, becausef we
are monitoring a node physically unable to detect the attack (a node that is not
in the routing path of any of the attackers and the victim) the low value of the
computedstatistic of this node will adverselya ect any smallinformation that any
other node might have in relation to the attack. On the other hand the computed
statistics for all nodescan vary to di erent scalesof magnitude yielding a biased
addition.

v d;m

To cope with this latter problem we compute the normalized statistic ' "™ :=

d;m
k

% — . If noneof our monitored nodeshasraisedan alarm, the number of monitored

=g

P 4
nodeswill be boundedby ' ™. This can be in turned interpreted as a new
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upper bound for a collective threshold which can be selectedgiven a false alarm
rate probability. Note the similarity of this approad with the fusion detection
from the chapter on worms.

Selectingwhich statistics to correlate(add) is the keyissue. In keepingwith our
directionality framework we will correlate only the statistics relating two or more
nodesto a commonnode. This is the reasonwe needthe routing table information
of our monitored nodes.

The algorithm is asfollows:

Given two nodesd and e;
Foreat link d! m
For ead link e! n
If thereis a node f readhable throughd! mande! n

then correlate their normalized statistic;

In the following sectionthe application of the aggregationwill be descriked, and
we will shav alsothe relation to another suboptimal M-ary sequetial detection
problem where M is the number of all possiblelink combinations of the two (or
more) routers that read the samedestination. We will apply this formulation to
the caseof two nodes,but it extendsrecursively whenwe are monitoring three or

more nodes.
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Figure 3.3: The transit network

3.4 Sinmulation Resultsand evaluation

For our experimertal results we usedthe network simulation software ns2. We
createda transit (scale-free)network topology givenin gure 3.3wherethe transit
network consistsof 15 routers numbered from 0 to 14. Eadh cloud represets a
subnetvork whoseinternal architecture we are not interestedin. It consistsof
15 transit nodesperforming only routing betweenead subnetvork. There are 12
subnetvorks with 65 hostsead.

During the normal operation of the network ead of these780hostsselectsran-
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domly a host in another sub network, and establishesan On-O sourceconnection
with Pareto distributed times. The routing protocol selectsa route with the least
number of hopstoward a given destination. The attack is simulated with a given
number of compromisednodesin di erent subnetvorks. During the attack, eat
of these nodes will start a constart bit rate connectiontoward a speci c node.
The rate of the attackerswasvaried to test the detectionalgorithms with di erent
percertage of attack padkets circulating over the transit network at a given time.
We considered7 attackers. One in ead of the subnetvorks connectedto nodes3,
4,5, 8,9, 11 and 13. The victim is in the network connectedto node 14.

Sometypical link usagecharacteristicscan be seenin gure 3.4, wherenode 6
usesnode 0 to read 14. An attack occupying 2.5 percen of the transit network
trac beginsat k=350.

We rst tested the performanceof the statistics So™ and g¢'™ at individual
nodes. With the network under normal operation we experimertally obtained the
thresholdsfor eadt statistic for a given falsealarm rate of 0.003.

We selectedthe nodesO, 1, 2 and 7 to test the detection delay of the statistics
independerily of ead other. The results can be seenin gure 3.5, showing the
averagedetection delay per node when we monitor individually nodes0,1,2 and
7. A detection delay of 1 is the same as the averagedelay for a false alarm.
The averagedelay of detection is computed betweenthe four nodesfor di erent
percenagesof the amourt of trac the attack generatesover the transit network.

Node 0 had the smallestdetection delay in all cases,asit is a node where most
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of the trac toward node 14 getsagglomerated,giving thus a large changein the
mean. Node 2 performedpoorly becauseat only routestoward node 14 the attacks
padets generatedby the attacker in the subnetvork of node 9 and thus seesvery
little trac. oo™ performsmarginally better than S&™.

The aggregation medanism can be applied to decreasethe detection delay
when we are monitoring more than one node. In previous results we mertioned
the poor performanceof nodesrouting very few padkets toward the destination.
Lets considerthe caseof two nodesfar (in the number of hops) from the victim.
We will pick nodes6 and 3 for the aggregation. Node 6 routes only the malicious
trac from the subnetvork attachedto node 11 and node 3 only route malicious
trac from its subnetork. Furthermore if we consideran attack reading lessthan
2% of the transit network trac it will be very dicult to detect any abnormal
changewithout a global integrated view of the statistics at di erent nodes.

For testing our aggregationalgorithm we will start at k=1 an attack reading
1.5%of all trac at the transit network. Again the attack is toward a host in the
subnetvork of node 14.

The normalized statistics are computed for ead link in the nodes. The solid
dark curve in gure 3.6 is the normalized statistic for the link (3,1), the only
link that the attack uses. The dotted curvesare the normalized statistics for the
links (3,13), (3,4), (3,11) and the link to its subnetvork. Figure 3.7 shows the
normalized statistics for node 6. The solid dark curve is the normalized statistic

for the link (6,0). The circlesidentify the statistic from node 6 to its subnework.
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This statistic raisesa local falsealarm at k=42. In both caseswe can seethat the
statistic closestto reading the threshold, is not the one by the links being used
in the attack.

The routing tables required for the aggregationalgorithm are given in Tables

1and 2.
Link Routing to nodes
(6,7) 7,13,2,10,12,9
(6,0) 0,14,1
(6,4) 4,35
(6,11) 11,3
(6,8) 8

(6,subnetvork)

Table 3.1: Routing table for node 6

By simple inspection of the routing tables we seethat we needto correlatethe
link (6,0) with (3,1) becausenodes6 and 3 usethem (respectively) to read nodes
0, 1 and 14. Similarly, the link (6,11) must be correlated with (3,11), link (6,4)
with (3,4), link (6,7) with (3,13), (6,7) with (3,1) and (6,8) with (3,11).

If we denote as H; the hypothesiswhen node i or its subnetvork are under
attack, then we have the following hypothesistesting problem created by the ag-

gregation medanism
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Link Routing to nodes

(3,1) 1,0,2,14,10,9,12
(3,13) 7,13

(3.4 4,5

(3,11) 11,6,8

(3,subnetvork)

Table 3.2: Routing table for node 3

—_ 1 6,0 1 31
LHo Hi Hu) = + > No 1 14

Ly = "+ 3> hy
Lo msy = "%+ "% > hy g
1(H13_H7) = 0T 38 h13_7
1(H2_H10_H12_H9) = 8Ty S h2_10_12_9

where 1, is the indicator function of the Hypotheses. If we have xed routesin
the network, the thresholdsh; .. ; canbe computedto reat a given false alarm
rate.

The results of our aggregation algorithm between all allowable normalized
statistics are showvn in gure 3.8. The dark solid curve is the correlated statis-

tic of the links (6,0) and (3,1). The other dotted curvesrepreseh the correlated
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correlation between nodes 6 and 3

Figure 3.8: Correlated statistics.

statistics of the remaining allowable links. It is clear that the aggregationof the
normalized statistics at nodes6 and 3 givesa better resolution of the attack than
the statistics of 6 and 3 alonewhile discriminating the uncorrelatedrandom uc-
tuations of the tra ¢ intensity that causemost of the falsealarms.

Not only can we achieve the detection of the attack (depending on the new
aggregationthreshold), but also we can diminish the impact of the false alarm
originating at node 6. Another important conclusionis that without the need
to extract or store headerinformation from the padets transmitted through the
network, we are able to infer (from the intersection of the two routing tables for

the highest correlatedstatistic of the links (6,0) and (3,1)) the only three possible
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targets: Namely the nodesO, 1 and 14, i.e. hypothesisHg _ H; Hia.

A simple marginal constart reduction in the delay detection sud asthat ob-
tained with g¢'™ vs. S&™ can provide signi cant help whenwe correlatethe statis-
tics becauseconstart gainswill get multiplied by the number of nodesparticipating

in the detection reducingexponertially the detection delay.

3.5 Conclusionsindfurther work

Note that onemain di erence betweenS{™and g™ is that for testing a changein
the link m, S™doesnot useinformation from the other links of node d whereas
g™ does. A possibleuse of the information cortained in all the links from d is
to compute a statistic that measuresthe changesin the normalizedtrac seen

through a link (d;m):

d;m
am ._ xk

d;m
m2N (d) X k

This approad has the added advantage that a positive changein the mean of
ﬂ;m tendsto yield a negative changein the meanon any other neighbor n of d as
d;n

dmand " for n 6 m are negatively correlated because

X
m2N (d)
. Experimenrtal validation shows that the process ﬁ;m has lessvariations than its

normalized courterpart and will be more amenableto a mean computation and

the usageof the CUSUM nonparametric statistic.
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A way to complemenm the useof the direction conceptin the formulation of the
statistic is by testing ead possibledirection againsta changein all directions( 4))
for detecting when the overall trac of the network hasincreasedor decreased,
i.e. computing

Q k f d
Sun/ C]r\ |:J g+V m(xk)

d:m
= maxlo

where is a scalarnot necessarilygreaterthan a positive constart c¢; unlike

Optimal solutions to the problem of sequetial testing of more than two hy-
pothesesare,in general,intractable. Hencereseart in sequetial multi-h ypotheses
testing hasbeendirectedtoward the study of practical, suboptimal sequetial tests
and the ewaluation of their asymptotic performance. Simple generalizationsof the
Wald's binary SPRT, sud asa parallel implemertation of a set of simple SPRT's,
may be far from optimum in multi-h ypothesesproblems[15].

In [15] a proof of asymptotic optimality asthe decisionrisks (or error probabil-
ities) goto zerofor two nontrivial extensionsof the SPRT are presered. The tests
are also asymptotically optimal to any positive momert of the stopping time dis-
tribution, and the results are extendedto cortinuous-time statistical models that
may include correlated (non-i.i.d.) and non-homogeneousbsenation processes.
This generalizationjusti es the useof thesetestsin a variety of applications.

Our M-ary changedetection procedureusedin this chapter is thus suboptimal.

We could improve results by following the optimal detection procedures.
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Chapter4

Detectionof routing attadks in MANETS

4.1 Attacksto the routing protocols

Mobile -wireless-ad hoc networks (MANETS) are particularly vulnerable to at-
tacks to the routing protocols. Unlike xed networks, the routers usually do not
residein physically protected placesand can fall under the cortrol of an attacker
more easily Sud an attacker can then sendincorrect routing information. Fur-
thermore messagesan be eavesdropped and faked messagegan be injected into
the network without the needto compromisenodes.

General attacks are misrouting, false messagepropagation, padket dropping,
padket generationwith faked sourceaddress,corruption on padket contents and
denial-of-servicg16, 17]. In [18]they considerup to 40%misbehasing nodeswhich
agreeto forward padkets but fail to do so. Solutionsare basedon identifying these
nodes and avoiding them. Detection is made by listening promiscuouslyto the
next node's transmissions. If the next node does not forward the padet, then it

is misbehaving.
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One of the attacks exploiting the wirelessmedium is the wormhole attack. In
this problem an attacker records padets or bits at one location in the network
and tunnels them to another location by meansof a single long-rangedirectional
wirelesslink or through a direct wired link to a colluding attacker. At the end of
the tunnel certain padets are retransmitted into the network [19]. The wormhole
attack can be dewastating to a routing protocol. For examplein DSDV if eat
routing advertising sert by node A weretunneledto node B (and any data padet
is not retransmitted) and vice versa,then A and B would beliewe that they are
neighbors. If they were not within wirelesstransmission range, they would be
unableto comnunicate. Furthermore, if the best existing route from A to B were
at least 2n+2 hopslong, then any node within n hops of A would be unable to

communicate with B and vice versa.

4.1.1 Relatedwork

To our knowledgethere is only one publication on intrusion detection for mobile
ad hoc networks [20]. Besidesdescribingthe overall architecture of the IDS, their
approad consistsin training two classi cation algorithms for the simulation of
attacks falsifying routing information and dropping padkets. The classi cation
algorithms used were support vector madines (SVMs) and RIPPER (a rule in-
duction algorithm). Featuressud asthe percenage of changesin a routing table

in a given amourt of time, position of the nodesobtained from GPS devices,and
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Figure 4.1: Allowed state transitions in an ad hoc network

percenageoftrac changewereconsidered.Thereis no deductive modeling of the
intrusions; although rules are inducedby RIPPER but their performanceis not as
good asthe SVM decisions,which do not provide any insight on the classi cation

of the attacks.

4.2 Problemformulation

Our approad is mostly an academicexercisefor building a model capturing the
dynamics of a highly mobile ad hoc network. The basicidea is that an attacker
will changethe routing information in sucd a way that our perceived mobility of
the nodeswill di er from our previousexperience.

We wart to learnthe allowable state transitions (which dependin our sampling
interval.) In gure 4.1 we have a simple scenarioin which node 3 moves toward

node 1 and we have 2 possibletransitions. It can be the casethat basedon the
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Figure 4.2: Codebook of size 10 of the hop cournt distribution

mobility pattern for the network, only transition to state B is allowed (e.g. node
3 can not move fast relative to 1.) For establishinga baselineof the allowable
state transitions we build a discrete hidden Markov model (HMM) with param-
eters( ;A; B) for modeling the temporal relations of various statistics encaling
the underlying mobility of the nodes. The states of the HMM can be viewed as
abstractions of di erent spatial con gurations of the mobile nodes. We will pick
the obsenation variable to be the hop court distribution at a given node ( gure
4.2.) For simplicity we will assumea proactive distance vector routing protocol
sud asDSDV in order to have all hop courts at any time.

If we have N nodes(actually N + 1 but ead node seeonly N other nodes), the

hop court distribution seenat any node at the time step k can be consideredasa
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vectorin f0;::;NgP: Xy = [X2 X2 1O (X) 2 £0;:::;Ng whereD is alimit we

imposein the maximum number of hopswe will consider,i.e.

X? = number of nodes0 hopsaway (disconnectedand itself)
X¢ = number of nodes1 hop away
XP 2 = number of nodesD 2 hopsaway
X2 1 = number of nodesD 1 or more hopsaway (4.1)

In order to considera discrete HMM we needa way to deal with the high-
dimensional obsenation vectors X,. The number of all possibleobsenations is
(N + 1)° ! aswe note that we are working with a hyperplanein (N + 1)° because
P DX} = N + 1. The most natural approad is to quartize (compress)Xy to
a setof M codewords. The codebook for vector quartization can be learnedby
using the classicLBG algorithm, in which for a given xed rate R, one tries to
nd the codebook that minimizesthe given distortion function. We will considera
guadratic distortion. Figure (4.2) shows a typical codebook of size10 obtained for
the hop court distribution under the mobility model discussedn the simulations
section.

In order to cortinue in the change detection setup we follow a CUSUM pro-

cedureapplicableto the caseof dependert obsenations x; with distributions f |
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and f , under hypothesesH; and H, respectively[21]:

fo(XnjXn 1o5x)

fo(XnjXn 1;::5Xk)

Sh= Sn 1+ log (4.2)

where xi is the rst sample after the last reset,i.e., Sy 1 = 0. It is clear that

this algorithm is only a reformulation of the SPRT algorithm for the log-likelihood

f (XnjXn 15:5Xk)
fo(niXn 15:5Xk)

ratio: log with the lower threshold selectedat 0. The upper
threshold h will be selectedgiven a falsealarm rate.

In the eld of intrusion detection most statistic models are built for anomaly
detection. In the caseof obsenations in a nite alphabet (the codebook in our
case)the alternate hypothesiscan be consideredas the uniform distribution, i.e.
822 (P(®)=1=M) . This is away of not assuminganything about the attack
and therefore it is particularly suited for detecting the attacks we do not know

of. Sounder the assumptionthat we have an HMM model ( ;A ;B ,) for the

normal operation of the network, equation (4.2) can be reducedto
Sh= (Sn 1+ log(1=M) logf ,(Ri; i Rn) + logf (R iRy 1)) (4.3)

where8Kk; R¢ 2 .

4.3 Sinmulationresults

The simulations take place in a 1000x100@n? region with 40 nodes moving at
speedsof bm=s and with a comrmnunication range of 250m. For the mobility of the

nodeswe usedthe standard random waypoint algorithm in which the nodesselect
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Codeword transifions when 2 nodes are randomiy lying on their routing info
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Figure 4.3: Codeword transitions with two nodessendingbad routing information
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with a uniform distribution a destination point from the region and after readiing
their target they remain there for a given amourt of time (5s in our simulation)
before selectingagain another destination. We will be assumingthat we monitor
one node in which the hop court distribution is sampledewery two seconds. A
total simulated time of four hours was selected. The HMM is trained with the
rst 3600 samples. In the following 1800 samplesthe nodes corntinue to behave
normally and in the nal 1800samplesthe attack takesplace.

A secondmobility model considered(avw mobility) is one in a 52x42am? U-
shaped building wherethere are 47 o ces and 47 nodes. Each node spendsmost
of the time in its home o ce and travels with a speedof 1m=s among di erent
o ces selectedat random. Each node hasa comrmunication rangeof 11m. A total
simulated time of one hour was selectedand the time step betweenmeasuremets
was 2 seconds.

The prior is initialized as a uniform distribution. The number of states is
selectedto be equalto the number of obsenations and both matricesA ; andB
are initialized with higher valuesin their respective diagonal componert than the
rest of the values.

The rst attack we simulated was an arti cial attack to take advantage of the
HMM. Under this scenariotwo nodesstart sendingbad routing information ran-
domly at any given time about their distanceto any other node. The spurious
pattern of the attack causedby the random attack producesmore codewords tran-

sitionsasseenin gure (4.3). As seenin gure (4.4), the attack waseasilydetected
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Figure 4.4: Changedetection statistic for attack 1
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Figure 4.5: Changedetection statistic for a wormhole attack

using equation (4.4).

The secondscenarioconsidersa wormhole attack, where the endpoints of the
wormhole are located at x;y coordinates (1000=3; 500)m and (2000=3; 500)m for
the 100x1000m? plane. This attack was alsodetectedusing equation (4.4). How-
ewver, we canseein gure 4.5that the statistic is not robust to the change.

A way to improve the performanceis by including information on the attack.
We trained another HMM ( ;A ;B ,) for the attack mode. The resulting per-
formanceof this new changedetection statistic betweentwo HMMs can be seenin
gure 4.6.

The performanceof the change detection statistics to the wormhole attack
is similar to an attack in which one node is sendingbad routing information con-

stantly. Howewer in this case,a batch detection procedureby testing the likelihood
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Figure 4.6: Changedetection statistic whenwe have an HMM model of the attack

of the state transitions for a given window of time seemsto perform better when
we do not have an HMM of the attack. In gure 4.7 we can seethat the state
transitions of a normal sequencédiave in averagea higherlog-likelihood value than
the statestransitions from the attack. Figure 4.8 is the ROC curve.
Another way to deal with the problem is to build a more complex HMM.
A natural generalizationto avoid the dependenceof the detection on the trained
codebook is to considerdirectly the cortinuoushop court distribution vector X 2
D To deal with this cortinuous vector we trained an HMM with a mixture of
two Gaussianswith two hidden states. With cortinuousobsenations we alsoneed
a xed interval in P for de ning the uniform probability distribution. Howewer
we decidedto estimate the mean of the likelihood f GaussianHt MM (i it xy)

for any new time step x,, to replace the distribution log1=M. The resulting
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Figure 4.8: ROC curve for batch detection
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Figure 4.9: Changedetection statistic using a Gaussianmixture output HMM

performanceof the statistic is shovn in gure (4.9).

4.4 Conclusionsndfurther work

Although the attacks introducedcanbe detectedby very di erent and easymeans,
the principle of detecting an unknown attack to the routing protocol with di erent
characteristics was obtained. In particular, attack 1 producesa changein the
variance of the hop count distribution, and attack 2 producesa changein the
meanof the hop court distribution. Both attacks were detectedby simply testing
on the likelihood of our learned model.

The drawbadks of any anomaly detection approad are that we always needto

assumethat we cantrain our model in an attack free ervironmernt. Issueswe have

I



to study further is the amourt of time requiredfor training our normal model, and
the dependenceon the mobility pattern.

Another of the main limitations is that it ags asan alarm any deviation from
normal conditions and determining a normal baselinefor ad hoc networks might

be very di cult in practice.
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Chapter5

Conclusions

In this thesiswe have presemed new approadiesto detect intrusions using a sta-
tistical framework.

The detection of self-propagatingcode was discovered to depend on the net-
work connectivity. For trac satisfying the parametric assumptionsthe statistics
\fusion" \aggregate cusum" and \exponertial changein mean" perform better
than the others. Whenthe trac hasalong rangedependencethe nonparametric
statistics \regression” and \robust regression"perform better. Howewer this de-
pendshighly on the burst spikes of the normal trac and their performancewill
degradeasthe trac becomesamore bursty.

In the detection of denial of serviceattacks we introduceda new directionality
framework to improve the detectionin transit networks from statistics usingonly a
changein onelink. In real networks it is very likely that the sensorswill be placed
at the peeringrouters becauseheserouters will be closeto the target. Soto apply
our framework for detecting the transit routers we can use a change detection

statistic with a prior in the changetime. The changetime will be assumedto be

79



the time whenthe alarm is set from one of the peeringrouters.
For ad hoc networks we preserted a new formulation for represeting the mo-
bility of the nodes. In practice the mobility might have very large variations and

thereforea model robust to thesenormal changesmust be studied.
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