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Chapter 1: Introduction

Thesis overview

This thesis is concerned with the modeling, validation and verification of concurrent
behavior in canal systems through use of the labeled transition system analyze
(LTSA)[2] and UPPAAL, a formal model checking software developed in Denmark.
During the past decade, accidents [1] in narrow canal system have createlaneed

for behavior modeling procedure that can accurately predict behavior of the ship
movement and can control the canal operations. In the following sections we wdl give
brief introduction to the characteristic of the concurrent systems and thelk abdat

the canal system structure and behavior.

Highly Concurrent Systems

Concurrency is the execution of two or more independent, interactive tasks overghe sam
period of time; their execution can be interleave or even simultaneous. [2] Concusrency
used in many kinds of systems, both small and large. Concurrency in large systems
causes a lot of parallel executions, which makes the system highly coni¢8JreThe

typical home computer is a great example. In separate windows, a user runs a web
browser, a text editor and music player all at once. The operating systesmtsteith

each of them. The operating system waits for the user to start and stop pregrdens

also handling underlying tasks such as resolving what information is trarmstuoitie

from the internet and how that information goes to which specific programs. kipdeli

of highly concurrent systems is challenging because it requires timager@ent

(Scheduling and coordination) many information flows at once [4].



Canal System

To better understand the work of this thesis, a description of the canal operation and
structure must be given. The canal system is a two-lane waterwaymsechsed to

allow the transportation of ships. Figure 1 shows top and elevation views of the Panama
Canal; our canal system also is very similar to Panama Canal. As showaréh&ve

series of locks at both sides of the lake [9] and ships have to pass through the narrow
waterway between the locks. The Panama Canal is approximately 80 kilolmeders
between the Atlantic and Pacific Oceans [9]. This waterway was cuigihione of

narrowest saddles of the isthmus that joins North and South America. The Canal uses a
system of locks -compartments with entrance and exit gates. The lockerilatvater

lifts: they raise ships from sea level to the level of Lake (26 meters abaJevel); ships

then sail the channel through the Continental Divide [9]. Lock chambers -steps-- are
33.53 meters wide by 304.8 meters long. The maximum dimensions of a ship that can
transit the Canal are: 32.3 meters in beam; draft -their depth reach- 12 metegsdal T
Fresh Water; and 294.1 meters long (depending on the type of ship)[9].

The water used to raise and lower vessels in each set of locks comes from bhye lake
gravity; it comes into the locks through a system of main culverts that extend hder t

lock chambers from the sidewalls and the center walls.
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Figure 1. Plan and elevation views of the Panama @al System[9].

The main components of the canal system are shown in Figure 2. Apart from ships, the
canal system is composed of locks, which in turn, have gates and valves foraiagsing
lowering water level. The entrance and exit of the canal contains thsesf mtks that

hold the ships. The gates between locks separate them from each other, also to control
the water level of each lock there is a valve assign to each lock. As a shipchppribee

first chamber, valves below the compartment are released and the watezdetels that

of the outside of the canal. The gates then open and the ship moves into the first
chamber. After the gates lock, valves of the first and second chamber are opened to
allow the water level of the first chamber to rise and match the second chamber. The
gates are again opened and the ship moves to the second chamber. This process

continues in the third chamber until the ship approaches the lake. The ship will then



travel through the lake to the opposite side of the canal, making sure not to crush into
oncoming ships. Again, the process of raising the water level and unlockingegkesgat
repeated through three sets of locks/compartments until the ship exits the canal
completely. While it is certainly feasible to operate the canal systdnone ship

passing through the lock system at any time, economic issues dictatetbabal

system be operated with multiple ships. Coordinating and scheduling behaviors of the
ships, gates and valves needs to be carefully designed to avoid the accidentgd g. a
opens before the water level is lowered) and guarantee that ships will pashk theoug
canal system in a reasonable time .The control center of the canal systmis that

scheduling and coordination of concurrent behaviors through the canal system.
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Figure 2. Main Components of the Canal System.

Historical statistics of the Panama Canal Operation

The Panama Canal Authority (ACP) is an autonomous agency of the Government of

Panama. Since the handover of the Panama Canal on December 31, 1999, the ACP has



shifted its operations from a profit-neutral utility to a market-orientechkasimodel —

one that is totally focused on customer service and reliability [9].

The importance of the Panama Canal continues to grow because of increasAdifrade
particularly in goods transported in containers (many exports are contethtese

days). The “All-Water Route” (from Asia through the Panama Canal to the&CBast of

the United States and back) is one of the fastest-growing worldwide tradeaodtss
promoted through Memorandums of Understanding (MOU) between the Canal and U.S.
East Coast port authorities (recently renewed this year [9]). More Parswedxvessels

(the largest vessel that can transit the Canal) are using the Canal tvdagganore

cargo than ever. As these trends continue, the ACP remains committed to itsecsistom
and stakeholders, the Panamanian people, working every day to enhance the waterway’s
safety, efficiency and reliability but they are still big issues in $ssfrmoney and time.

In the following we list the important issues in Panama Canal managememhsyst

Reliable: Canal Waters Time (CWT), the average time it takes a vessel to natigate t
Canal, including waiting time for passage, decreased 20 percent from 32.9 hours in 1999
to 26.7 hours in 2004.

Managing demand Panama Canal/Universal Measurement System (PC/UMS) tonnage

increased 17 percent from 227.5 million PC/UMS tons in for year1999 to 266.9 million
PC/UMS tons in 2004.

Safety. Accidents can be attributed to:

(1) A steady increase in the size and number of ships passing through the canal;

(2) Increased work hours of the ship pilots, and

(3) A lack of maintenance on the canal infrastructure.



Lanes in the Pedro Miguel, Miraflores and Gatun locks are 110 feet wide, amabit i
unusual for a vessel to have only two feet of clearance on either side. As shogurén Fi
3, the number of official accidents decreased from 28 in 1999 to 10 in 2004. The actual
number of accidents is significantly higher. For an accident to be cldsss#fi®fficial”

and for the vessel to collect damages, it must stay for an investigation. A typica
investigation takes 24 hrs. So, in practice, this only happens if the cost of the incident
significantly exceeds the cost of delay.

Panamax vessel transitsPanamax vessel transits increased 27 percent, from 4,198

transits in for year1999 to 5,329 in 2004.

Direct contributions to Panamanian Government In five years the ACP has

contributed a total of $1332.3 million.

Maritime Accidents

28 il

1ead 2000 2001 2002 2003 2004

Fiscal Year

Figure 3. The number of accidents in the Panama Cah system in fiscal year.



Motivation (LTSA, UPPAAL)

Due to the growing complexity of canal system operation, there is a sieedgor

formal approaches to verification and validation of concurrent system behaviarsin ¢
The labeled transition system analyzer (LTSA) and UPPAAL are two mgdel

synthesis and verification tools for behavioral modeling [5, 6]. Not only are their
purposes complementary but also they employ different approaches to accomplish the
goals. LTSA checks that the specification of a concurrent systemesattsdi properties
required of its behavior. LTSA also supports specification animation, a pathwayab vis
validation and interactive exploration of system behavior. LTSA has built fedbates
help a designer to fulfill the gaps between the behavioral and architecturabagpect
specifications (such as message sequence charts) and the actuatieapafigifoposed
system architecture.

UPPAAL, in contrast, is a tool for modeling, synthesis and verification of the meal ti
systems. The common application areas are real time controllers [7].cCatral

systems are also a soft real time system. In traditional canal machéis; ® the

Panama Canal [9], time is not that crucial to correct operation. From an economic
standpoint, however, the time that a ship takes to pass through canal system is
proportioned to cost. Hence, there is a strong economic need for behavior models that
explicitly account for the time-behavior of individual and groups of ships passingthrou

the canal system.

Behavioral Modeling

Behavior models are accurate and abstract descriptions of the intended behavior

system. They organize systems as concurrent blocks and describe how thely intera



Behavior models have solid mathematical foundations that can be used to support precise
analysis, verification and validation of properties [2]. The valuable techniquesasd t

that have been developed for this purpose have shown that behavior modeling and
analysis are successful in uncovering the slight errors that can appesigimirng of

concurrent systems. Summarizing, it is important and beneficial to balance thtapote
benefits and shortcomings of approaches based on behavior models.

Figure 4 shows the step-by-step procedure that we will follow to formulatertent

behavior models. Individual use cases will be elaborated the scenarios, which in turn,

will be expended into fragments of behavior expressed as activity and sequence
diagrams. Composition techniques can formulate models of component-behavior and

architecture-level behavior.

Overview of the Validation and Verification Process

This thesis employs message sequence charts (MSC) to describe mogsisnofiavel
behavior in canal system. LTSA can construct finite labeled transiticensysat

precisely captures its specified set of traces [8] from a given MSispgon.
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Figure 4. Incremental Development and Behavior Modeng: From Uses Cases to Model Checking

[1].

Expecting stakeholders to produce a complete set of scenarios with compledgeaner
one go is unrealistic. To help designers articulate what must be provided pgtdm s
and what must be prevented, the methodology employs a combination of positive,
negative and implied scenarios to guide incremental improvement of system-level
descriptions [8]. See Figure 5. The detailed model partitions scenarios into three
categories. Positive scenarios specify the intended system behavioivélegaharios
specify undesirable behaviors the system is expected not to exhibit (e.g., op¢hations

are unsafe). Implied scenarios correspond to gaps in the scenario-badezhspaci



These gaps can occur in two ways. First, when models of architecture-leaeidreare
composed from component-level behaviors, gaps in the scenario description will occur
when individual component-level behavior has an inadequate view of intended system-
level behavior. A second possibility is that the system architecture maynctaasible

of traces of behavior that are not detailed in the scenario specification (igystbm
architecture might do something that the user is unaware of). An impliedisasiagr

simply mean that an acceptable scenario has been overlooked and that the scenario
specification needs to be completed [1]. In simulation part, as shown in Figure 5, all the
gaps between the desirable architectural model and MSC specificagdiied so the
simulation output is the intended architectural model. Implied scenarios, which ar
shown in Figure 5 are the result of a mismatch between the required behavior and the
required architecture of a system: it is not always possible to provide &argrbet of

traces with fixed system architecture. However, more importantly,achgltenarios

indicate gaps in a system specification. An implied scenario may be gtadieesystem
trace that has been overlooked by stakeholders. This is not surprising aduasedli
specifications are inherently partial [2]. It is reasonable to assumstakaholders do

not provide a comprehensive set of examples of how the system is expected to behave. In
this case, the implied scenario should be added to the specification in order to extend it
covering a case that had not been clearly described in the original systiptam. It is

also possible, however, that the implied scenario represents unwanted system behavior.
This means that the implied scenario is a result of a partial description gétems
architecture. As shown in Figure 5 the architectural model which, is the modedtgene

by LTSA according our specifications, will be compared with the trace Inioaee

10



model is our desired model. In model checking process the differences turn into the
implied scenario, the implied scenario can be accepted as negative imphadsor

positive implied scenario, this process will be done over and over till there would not be
any implied scenario that means the architectural model is the same asraibteles

model. By detecting and validating implied scenarios it is possible to drive the
elaboration of scenario-based specifications and behavior models and possiblyeonverg
to a state where there are no more implied scenarios to be validated:

1. If a positive scenario is added as the result of accepting an impliedicctrear the
specification for “acceptable system behavior” is extended.

2. If a negative scenario is added as the result of rejecting an impliedicctrer the
specification is strengthened.

The decision to accept or reject a scenario depends on the problem domain at hand and
will require consultation with the project stakeholders.[1]

Systems requirements correspond to constraints on system functionaley syst
interfaces, and nonfunctional concerns, such as safety and reliability. Trggnarated,

in part, from features in the activity and sequence diagrams. For exangpiense

diagrams also imply component interfaces needed to support the passing of message

between components.[1]

11
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Figure 5. Simplified View of the Whole Model Checkilg Process in LTSA.[1]

For simulation and verification with LTSA, this thesis uses finite state gsq€&SP)
code to define the behavior of the system. We describe FSP code more in detail in
Chapter 3.

Mechanical System Verificaton with the Animator Box

Finite labeled transition starts for the canal system are generatdSByboth after
simulating the FSP code and MSCs. As shown in Figure 6, the animator box in LTSA can
be used to mechanically verify behavior in the labeled transition states)(LTS

12
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Figure 6. Animator box for mechanically system vefication

All the transitions are traversed mechanically to check the system antktiveliness.
System safety means that in finite labeled transition system it should not be@n
states or unwanted transitions and system liveliness means that something good
eventually should happens. Finally, a visualized verification is done to show the
animation of the canal system behavior.

LTSA does not have the ability to simulate real time systems. Howevers ithésis we
model a real time canal system to reduce the waiting time in the line ebing#e

canal system. Modeling of the real time canal system is done with UPP A#el the

13



desirable architectural model is obtained in LTSA, the time issue is added to the

transitions of finite state machines, simulated and verified

Contributions

In traditional canal systems, a ship can pass through the canal systenowdyyitl
permitted. From an economic standpoint, however, time is money and in present day
canal system (e g. Panama Canal) costs are greater than they shoujuobesiause of
wasted time [9]. Therefore, there is a strong need for behavior models that iat®rpor
time.

This thesis has two important contributions. In the approach of canal modelirg; ifirst
gives an architectural model of the canal, which allows for formal repetgenand
evaluation of expressing for safety, liveliness and deadlock. The secontuioonris
incorporation of the “time issue” in to canal system modeling. The result ik ca

system with higher efficiency and higher reliability

Thesis Outline

In this thesis we present step by step of the modeling and verification appitathov
behavioral modeling and verification tools, LTSA and UPPAAL. Both developments
include theory and practice. We also present the strength and weakness of eaxth tool a
suggest an approach for combining these two tools to use their best abilities aud achi
the best and the most reliable architectural model. In Chapter 2 we descrilopoiere

of the canal system from use cases and scenarios through the requirdm@tispter 3

we present a methodology to achieve the system architecture. In Chaptenglevaant

14



the canal system with LTSA and UPPAAL and present the system validation and

verification. Discussion, evaluation and conclusion are in Chapter 5.

15



Chapter 2: Synthesis of Canal System Operation ussphUML

This chapter describes the pathway of development from use cases to scenarios t

requirement and simplified models of behavior.

Use Cases

A use case is a collection of possible sequences of interactions betweeneimeusyder
discussion and its Users. The collection of Use Cases should define all systeiorbeha
relevant to the users to assure them that their goals will be carried out properly

Use cases are used during the analysis phase of a project to identify diwh zyttem
functionality; in other words, a use case is a set of actions that a systermpehat

yields an observable result of value to a particular actor. This formalsamases the
system into actors and use cases. An actor is a person, organization, or epgtamal s
that plays a role in one or more interactions with a system (actors ardlyyghiaavn as
stick figures on UML Use Case diagrams). Actors represent roles that payee by
users of the system. Those users can be humans, other computers, pieces of hardware, or
even other software systems. The only criterion is that they must be exteheaptottof
the system being partitioned into use cases. They must supply stimuli torthadttha
system, and they must receive outputs from it. Use cases describe the behaeior of
system when one of these actors sends one particular stimulus. This behaviaiisdlesc
textually as the form of scenarios that we will describe later in thisehapt

Figure 7 shows the Use case diagram of the canal system:

The five actors are: Operator (Control Center), Shipmovement sensor, GateShipsor

Captain and Valve sensor.

16



The three high-level use cases are: Control Up Hill Move, Control Down Hill Move and

Control Lake Movement.

Dpemn%

Shpmn%

Figure 7. Use case diagram of the Canal system.

System
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The Use case diagram of the Canal system is shown on very top-level base.

We will show the control architecture in detail in Chapter 3.

Scenarios

Scenarios present detailed textual description of the system behavior, in otthethvegr

are sequences of actions that may not be observable to the system environmemt, but the
are embedded in the system design [10]. In the following we present the scentréos of
Canal system according to the Canal system Use Case diagram:

The initial amount of n and v are equal to 1.

17



Use Case 1: Control Up Hill Move
o Actors: Operator (Control Center), Shipmovementsensor, Gatesensor, Shipcaptain,
Valvesensor.
o Preconditions:
1. The connection between the operator/control center and ship captain should be
active.
2. Ship should be running properly.
o Basic Flow of events:
1. Ship approaches the canal system.
2. Ship captain sends the arrival request to the ship control center.
3. Ship move in to the queue behind the canal system.
4. Control center sends the acknowledgement that it received the signal.
5. Control center checks the lock system.
o Alternative Flow of Events 1:
6. Control center does not find empty first lock.
7. Control center sends the order to the ship to stay in the queue
8. Everything repeat from step 5.
o Alternative Flow of Events 2:
6. Control center finds empty first lock.
7. Control center checks the water level of lock n and lock n+1
o Alternate Flow of Events 1:
8. Water level of lock n and lock n+1are not equal.

9. Open valve in lock (n+1)
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o Alternate Flow of Events 2: Water level of lock n and lock (n+1) is equal
8. Control center sends the closevalve order to the valve of lock (n+1)
9. Valve of lock (n+1) sends the acknowledge to the control center.
10. Control center sends the “open gate” order to the closest gate to ship of lock n.
11.Control center sends the “allow passage” message to the ship captain.
12. Ship passes through the lock
13. Ship movement sensor sends the ship movement completion message to the
control center.
14.Control center order the ship to stop.
o Post condition:
1. Ship completely is located in a lock
2. Ship completely comes out of another lock.
Use Case 2: Control Down Hill Move
o Actors: Operator (Control Center), Shipmovementsensor, Gatesensor, Shipcaptain,
Valvesensor.
o Preconditions:
1. The connection between the operator/control center and ship captain should be
active.
2. Ship should be running properly.
o Basic Flow of Events
1. Ship approaches the canal system.
2. Ship captain sends the arrival request to the ship control center.

3. Ship move in to the queue behind the canal system.
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4. Control center sends the acknowledgement that it received the signal.
5. Control center checks the lock system.
o Alternative Flow of Events 1:
6. Control center does not find empty first lock.
7. Control center sends the order to the ship to stay in the queue
8. Everything repeats from step 5.
o Alternative Flow of Events 2:
6. Control center finds empty first lock.
Control center checks the water level of lock n and (n-1).
o Alternative Flow of Eventl:
8. Water level of lock n and lock n-1are not equal.
9. Open valve in lock (n)
o Alternate Flow of Event 2: Water level of lock n and lock (n-1) is equal
8. Control center sends the closevalve order to the valve of lock (n)
9. Valve of lock (n) sends the acknowledge to the control center.
10. Control center sends the “open gate” order to the closest gate to ship of lock n.
11.Control center sends the “allow passage” message to the ship captain.
12. Ship passes through the lock
13. Ship movement sensor sends the ship movement completion message to the
control center.
14.Control center order the ship to stop.
Use Case 3. Control Lake Movement

Actors: Operator (control center), Shipmovementsensor, Shipcaptain
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o Precondition:
1. Ship is towards the lake direction and located in the most adjacent lock to the
lake.
2. Ship is running properly.
3. The connection between the ship and control center is active.
o Basic Flow of Events:
1. Ship captain sends the request
2. Control center put the request in the queue.
3. Control center check the queue.(control center gives the passage permingccordi
First In First Out order).
o Alternate Flow of Eventsl:
4. Control center gives the passage permit to the ship.
5. Ship enters the lake.
o Alternative Flow of Events 2:
4. Control center put the ship on the queue.
5. Repeat from step
o Post condition:
1. Ship one turn gets closer to entering the lake.

2. One movement in the queue has happened.

Activity Diagrams

Activities diagrams provide a visual reference for documenting sequeneek®f t
showing a single activity. The following diagrams show the canal subsysietivity

diagrams consistent with the canal system use case diagram, Figure 8rehautsrity
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diagram of ship passing through the canal in uphill direction and it is consistierhevit

flow of events in the use case one, each alternative flow of events is correspotule

the diamond boxes shown in Figure 8, after the first set of alternative flow of e¢lrent
water level of two adjacent locks is checked and then another alternative #owm$
happens, in the second round of the alternative flow of events, the water level is
controlled by the opening or closing the valve of the lock with higher water I&ezl, a
matching the water level of two adjacent locks the gate of the lock n gets open and ship
can pass through the gate. Figure 9 shows the activity diagram of the ship passing
through the lake between the two sets of lock. The flow of events is consisteribwith f

of events in use case three. When ships are ready to pass the lake in both directions, to
avoid the collision of the ships, only one ship can pass through the lake at a time. For
this purpose if there are two ships waiting to pass the lake at the same tilmaude s

give the priority to one of the to pass the lake because as we mentioned only one ship ca
pass through the lake at the same time. The priority rule will obey thehipsin first

ship out. The more efficient strategy will give the priority to the smalerfaster ships

but implementing this fairer model is not in the focus of this thesis. Figure 108m®ws

ship movement through the canal in down hill direction, the flow of events is consistent
with the use case two flow of events. We will talk about separating the up hill meoivveme

and down hill movement in chapter 3.
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Aetivity Diagram of Ship going Up Hlﬁ
ShipApproach
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Figure 8. Activity diagram for a Ship Passing throgh the Canal (Up Hill)

As it is shown in Figure 8 in the first alternative flow of events if the lock thptvgants
to enter is full the control center put the ship in a queue behind the canal, however, in real
world the control center just send the wait signal to the ship, but here to keep track of the

ships waiting to enter the canal and keep them in order we create a queue behind the

canal.
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Caontroling Ships in the Lakli
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Figure 9. Activity diagram for control of ship movement passing through the lake.

In Figure 9, control center may put ships approaching the lake through the ctaral sys
coming from opposite directions may, into a queue. This queue is similar to the queue
behind the canal when ships want to enter the canal for the first time.

As we described it, the priority to passing the lake is according the FIEO rul

After ship completes its movement through the lake, it should pass through another set of
locks. At this point control center treats ships as they want to enter theysiead from

the ocean, from this point concerning which side of the lake ship is its movemeug will
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treated like in use case one (control up hill move) or like use case two (control down hil

move).

Activity Diagram of Ship going Downp H!ﬂ
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Figure 10. Activity diagram for a Ship Passing thragh the Canal (Down Hill)
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Message Sequence Charts (MSCs)

MSCs allow the developer to describe patterns of interaction among setspafnemts;
these interaction patterns express how each individual component behavior intagyates i
the overall system to establish the desired functionality. Typically, onepsiiein

covers the interaction behavior for one particular service or scenario of the sistr

example in the following figures some of the MSCs of the canal system are shown, they
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were developed by LTSA. We will describe the canal system architectdetail in
Chapter 3. Figure 11 shows the interaction between control center, ship movement

control and gates.

ShipCapta... ChlCrtr ChamaGate Witvalve Waterleve... Shiphlovs

checkShipkoy

complete

iy

gclose

Figure 11. A Basic Message Sequence Chart of Interion Between the Control Center, Ship
Movement Sensor and the Gate.

Figure 12shows the interaction between control center, water valve, gate and ship
captain. Each set of message sequence charts shape a component of a system whic
canal system Figure 11 shape the GATESENSOR component and Figure 12 shows the
SHIPMOVEMENT control component. The relationships that all the system components
have make the system architecture, which we described it in detail in Chapter 3 i

“system architecture” section.
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Figure 12. A Basic Message Sequence Chart of Intertion Between the Control Center , Water

Valve and Ship Captain.

Requirements

Use Case one: Control Up Hill Move

1. Ship shall approach the canal by an appropriate speed that it can stop in distance not

shorter than its length.

2. Ship captain and ship movement control in the control center shall be able to contact
by wireless communication devices.

3. Ship shall stop in a queue behind the canal
3.1. Ship shall stop at the end of the last ship in the queue or first gate of the canal.

3.2. Ship shall move through the queue when control center send the movement

order.
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. Ship captain and control center operator shall send an acknowledgement to each other
after receiving any message from each other. (This requiremeniaididing the
deadlock and having liveliness in the system)
. Control center and lock occupation sensor shall be able to communicate with each
other.
5.1. Control center shall check the locks before any passage permit message.(for
safety issue)
5.2.Control center shall check the closest lock to the ship.
5.3. Control center shall not issue the passage permit message as long agthe clos
lock to the ship asking for passage is full.
5.3.1. Control center shall order the ship “stay in the queue” while the closest

lock to the ship is full.

. Control center and water level sensor shall be able to communicate with each other

6.1. Control center shall check the water level of the two adjacent locks, n and n+1,
where the ship will enter the lock n.
. Control center shall not issue the passage permit through two adjacent lauokg as |

as their water levels are equal. (Safety)

. Control center and valve sensor shall be able to communicate with each other.

8.1. Control center shall send the “close valve” message to the valve (n+1) when the
water levels are about to be equal.

. Control center and gate sensor shall able to communicate with each other.

9.1. Control center shall issue the permit passage for a ship through a lockafter t

closest gate of the lock to the ship be completely opened. (Safety)
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10. Ship shall pass through the locks one forth of their average speed in the sea.

Uses case two: Control Down Hill Move
1. Ship shall approach the canal by a specific speed that it can stop in distance not
shorter than its length.
2. Ship captain and ship movement control in the control center shall be able to
contact by wireless communication devices.
3. Ship shall stop in a queue behind the canal
3.1.  Ship shall stop at the end of the last ship in the queue or first gate of the
canal.
3.2.  Ship shall move through the queue when control center send the
movement order.
4. Ship captain and control center operator shall send an acknowledgement to each
other after receiving any message from each other. (This requiresentavoiding the
deadlock and having liveliness in the system)
5. Control center and lock occupation sensor shall be able to communicate with each
other.
5.1.  Control center shall check the locks before any passage permit message.
(For safety issue)
5.2.  Control center shall check the closest lock to the ship.
5.3.  Control center shall not issue the passage permit message as long as the

closest lock to the ship asking for passage is full.
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5.3.1. Control center shall order the ship “stay in the queue” while the
closest lock to the ship is full.

6. Control center and water level sensor shall be able to communicate with each

other.

6.1. Control center shall check the water level of the two adjacent locks, n+1
and n, where the ship will enter the lock n.

7. Control center shall not issue the passage permit through two adjacent locks as

long as their water levels are equal.(safety)

8. Control center and valve sensor shall be able to communicate with each other.
8.1.  Control center shall send the “close valve” message to the valve (n) when
the water levels are about to be equal.

9. Control center and gate sensor shall able to communicate with each other.

9.1. Control center shall issue the permit passage for a ship through a lock after
the closest gate of the lock to the ship be completely opened.(safety)

10. Ship shall pass through the locks one forth of their average speed in the sea.

Use cases three: Control Lake Movement

1. Ship must not enter the lake without the control center permission.

2. Control center shall give the lake passage permit according the finssti©Okt order

(FIFO). (Safety)
2.1. Control center should apply FIFO order regardless of the different sides of the

lake. (Deadlock prevention)
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Traceability

Traceability is managed throughout the development cycle. Each traceatklity |

stored as a model precision in the repository, and can be associated with elitler a U
element introduced during analysis or design (use case, scenario), vatfatigmic

code complements of an operation, or with the definition of tests linked to the scenario or

to the operation. In Table 1 we show the trace of the requirements and scenarios of use

case one.
Use Case ActionEvent No. Requerment No
Action/Event 1 Red 1
Action/Event 2 Reg 2
Action/Event 3 Reg3d Req3l Reqd?
Action/Event 4 Reqg 4
Action/Event & Req o Regbl
Action/BEvent & Req o Reqhb 1 Reqbh 2 521
Control Up Action/Event 7 Req 7, Req7.1
Hill Move Action/Event § Req 8
Action/Event 9 Fegd Reg g1
Action/Event 10 Req 10, Req 101, Reg 10.1.1
Action/Event 11 Feql,
Action/Event 12 Regb Reqb6.1, Reg 7 Reg 10
Action/Event 13 ReqsS Reqgh 1, Regh 2 521
Action/Event 14 Regd Reg?

Table 1. Traceability of requirements and scenariosf each use case one

In Table 2 the traceability of between use case two ,scenarios and requiszshent:
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Use Case ActionEvent No. Requiermnent No
Action/Event Feq 1
Action/Event? Feqg 2
Action/Event3 Fegd Regadl Regal?
Action/Eventd Fegd
Action/Events Feqgo Reqg bl

. Action/Eventt Feqs RegbH 1 Reg52 521

Control Down[actonEvent? Req 7, Req7.1

Hill Move Action/Events Feq &
Action/Eventd Fegd Reqg 9.1
Action/Ewvent10 Req 10, Req 10,1, Req 10.1.1
Action/Event11 Fegl,
Action/Event12 Fegb Reg 61 Reg/, Reg 10
Action/BEwent13 Feqb RegbH 1 Regs 2 H 21
Action/BEwvent14 Reqd, Reqg 2

Table 2. Traceability of requirements and scenariosf each use case two.

In Table 3 also the traceability between the scenarios, requirements aadeifieree is

shown.

Use Case ActionEvent No. Requrement No

Control Lale Action/Event 1 Feql,

. Action/Ewvent 2 Feql, Feq 2

Move
Action/Event 3 Reg? Req 2.1
Action/Event 4 Feqg?, Reg 2.1
Action/Event 5 REQ

Table 3. Traceability of scenarios, requirements ath use case three.

Summary and Discussion

UML [11] diagrams help to show both behavioral and structural model of a complex
system in a organized graphical representation which helps to understand the system
design better, but the question is that, how we can find out if the behavioral diagrams we
draw by UML work properly or not. The result of verification/validation of theteay

will answer this question, which UML is not capable of answering this question by
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synthesis and validation of the model. In the Chapter 4 we propose a methodology to
model and verify the canal system with the help of two modeling and verificatts) t

LTSA and UPPAAL.
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Chapter 3: Proposed Methodology

In this chapter we formulate a methodology for modeling and evaluating concurrent

behaviors in canal system through the use of LTSA and UPPAAL.

Behavior Models

Overall system-level behavior corresponds to a combination of behavior within each
subsystem, plus interactions among the subsystems. In moving the analysisgmdfdesi
a system to its implementation, system behavior has a widely varyimglcriie,

aspects of which can be represented in multiple formats (e. g, activityrdsaagsave

saw in the Chapter one, state charts, Message sequence charts, finibactates or
automatons). MSCs and similar description techniques have gained significant
popularity over the past decade as a means for illustrating scenarios of cotnpone
interaction in concurrent systems. In this chapter our main focus is to modeh#weobe
of the canal system with state charts. State charts extend the itapaifistate
transition (systems also called Automata) to include hierarchical ogg@mmof states,
concurrent processes and broadcast mechanisms. They are the favoritahgraphi
description technique for state-oriented component specifications; they thteestate

change and the input/output relationship that defines an individual component's behavior.

Canal System Behavior

Consider the canal system, which typically covers several processesgstantrolling
the water levels, gate movements, ship movements). Each of these seayigesuit in
several hundred lines of executable code. By means of scenarios we careilkestrat

patterns of the canal operation behaviors of the
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components without having to present all the details of what else happens before, during,
and after the time interval covered by the scenario. From an analysisctigespeyood
system: (1) exhibits safety and liveliness, and (2) avoids deadlocks. } gadperty

asserts that nothing bad will happen during the system execution. A livelinessyprope
asserts that something good eventually happens (e.g., suppose that ships are rgproachi
a narrow passageway. Liveliness would assert that, eventually, all of tlidra able to

pass through the passageway safely)[1]. A system state is deadlocked whanems

eligible actions that a system can perform

Behavioral Modeling with FSP and LTSA

LTSA is a behavioral modeling and verification tool [2], that can generate §tate
machines representing of system behavior from MSCs. In other words L&A sitate
machines representing of individual processes and overall system proeessleds

from bMSCs (basic message Sequence charts) and hMSC (high level Mespagjecs
chart). bMSCs represent the interaction between the system components in dnahdivi
system process and hMSCs represents the relations between the pioasystem. To
achieve the desirable, safe and deadlock free architectural model througmghoatli
MSCs, LTSA composes all the bMSCs together and run them in parallel. LTSA&sridg
the gaps between the system specifications and architectural model by folilogving
relations in hMSCs and bMSCs. If any conflicts happen LTSA gives you andmplie
scenario representing the difference, the implied scenarios also showadheaks and
unsafe conditions in the system design. The designer should decide how to accept the
implied scenario, either as a negative implied scenario or as a positivedragdinario.

The appeal of this top-down procedure is the systematic way of identifyingngenes i
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design either by omission or error. This approach has limited functionality howEve
Message Sequence chart approach cannot implement a scalable modemfide @xa
canal system, we cannot model a canal system with any number of shipgdahter
system but LTSA provide another approach to model a scalable system.

The manual specification of finite state process (FSP) is a second approgstero s
design and verification with LTSA. FSP is a textual description of the soenadel.
Safety and liveliness issues should be written as the FSP code. In FSP codeomodel
architecture-level behavior are obtained through the parallel composition ofictc
processes at the component level. Given two labeled transition systems (LTe8s) P
P2, we denote the parallel composition P1||P2 as the LTS that models their joint behavior
By extension, the architectural-level behavior model is defined by:
Architecture-Level Behavior Model = P1||P2||P3|| - - - Pn

Example 1: Figure 13 shows a simple example of three switches working concurrently.

Figure 13. The simple switch example.

To show the concurrent behavior of three switches working together, the FSP miodel wi

be:

SWITCH = (on->0ff->SWITCH).
ITWO_SWITCH = (a:SWITCH || b:SWITCH).

ISWITCHES(N=3) = (forall[i:1..N] s[i:SWITCH).
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The first line of the code shows the operation of a switch whose state rsogitteoff.

The second line shows the parallel composition of the operation of two switches and line
three shows the parallel composition of the operation three switches. Figure 14 shows
the LTS model of Switch example. As shown in Figure 14 for each switch there is one
LTS, labeleds.1:SWITCH, s.2:SWITCH ands.3:SWITCH . There is one LTS

model labeledSWITCHESwhich is the parallel composition of the three switches.

Figure 14. LTS model of Switch example.

Example 2 As we saw in the switch example, we write each process as an independent
process and then we compose all of them to gather to shape the whole system, in the

canal case we also follow the same rule to code the behavior of the system, foeexam
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the common gate between two adjacent locks should not be open until the water level of

these two locks are equal:

While Wlevel2 <>Wlevell

(Wlevel2 -> Wraise)
LTSA composes all the processes written in FSP together in parallel.
To verify that the system is correct, we can use the Animator box as we digadrbe
Chapter 2. A second forms of visual verification or animation of the system model
maybe built by linking the XML file to the FSP file. The generated anonatoes not

have any nobility by itself; this is the FSP code that controls the animation mageme

Describing UPPAAL

UPPAAL is an integrated tool environment for modeling, validation and verification of
real-time systems modeled as networks of timed automata based on tempofaPlogic
A timed automaton is a finite-state machine extended with clock variablsesia
dense-time model where a clock variable evaluates to a real number. Aticke cl
progress synchronously. In UPPAAL, a system is modeled as a network of sewcéral
timed automata in parallel. We use UPPAAL to insert the time issue in ounsyste

verify the real time canal system with UPPAAL.

System Architecture-Level Processes

We employ UML state charts for the representation of individual components behaviors
and overall architectural. To simplify the difficulty in model formulatiBigure 15

shows the very high level architecture processes of the canal systemll €reral of a

ship passing through the canal is divided into three important stages: the

“UpHillMovCitrl” state does all of the control actions when a ship is moving up hill
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through the canal system. The “LakeMovCitrl” state does all the control aatioles

ship is passing through the lake, between two series of locks. The lake is a narrow
passageway and, as such, ships can not move in both direction through the lake at the
same time, (in other words, lake is like a one way water way.) The “DownHillkibvC

state is similar to the “UpHillMovCitrl’state except that the ship is modimgn hill

through the lock system. It is important to note that the strategy for matchiag w

levels in two adjacent locks in the uphill movement is different than for the down hill
movement. In uphill between two adjacent locks (n and n+1) we should raise the water
level of the lock n but for the down hill we should raise the water level of lock n+1.

These processes are illustrated in Figure 8 and Figure 9. The second reason for
separation of control strategies is that we can keep track of ship enterilage and

exiting the lake, which helps to control the ship movement through the lake. Up hill ship
movement should apply when ship enters the canal lock system and passes through three
lock systems, the lake ship movement control should apply when the ship passes the first
three locks and enter the lake, the down hill ship movement should apply when a ship

enters the lock system from the lake and passes through three locks.
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Figure 15.High level state chart diagram of the Caal system.

As shown in Figure 15 the overall architecture is named “ Ctrl Cntr” supey\stath is
the whole canal system control centerThere are five main independerthttskie
executing concurrently:
1. “ShipMovUHCtrl” state communicate with the“Ship1,Ship2,Ship3..."to get
the information from the Ships and issue the movement order for them
according to what condition that Ships are in.
2. “ShipMovUHCItrl” and “QueueCtrl” are interacting with eachother to control
the queue of the ships that are waiting to pass the canal or lake “
3. “ShipMovUHCItrl” and LkOccpCtrl” are communicating to check each lock
occupancy. When a ship requests the passage lock occupancy will be done for

the closest lock to the ship in the same direction of the ship movement.
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Avoiding collision of ships in the lock system is the first safety issue to be
checked.

“ShipMovUHCItr!”, “WlevelS”, “ValveSCtrl” and “ValveCtrl” stands for
controlling ship movement in up hill direction, water level sensor indicator,
valve sensor controller and valve controller, they interact with each other to
check the other safety issues with the water level. After the measueatesf w
level of the locks that ship is located in and the lock that ship want to move in,
sent to the “ShipMovUHCItr!”, it compares the measurments and if the
numbers do not match, “ShipMovUHCItrl” sends the necessary order to the
“ValveSCitrl”. The order indicate the opening of the valve in the lock with
higher water level. “ValveSCitrl” sends the order to the “ValveCitrl”, the

valve of the lock with higher level of water will be opened until the water
levels get match, for this reason “WlevelS” must constantly check and
measure the water level of the two locks.

In this process “ShipMovUHCItrl”, “GateSCtrl” and “GateCtrl” interagth

each other so that the gate of the lock that ship is moving into gets open on
time. In Up hill movement the water level of lock n+1 is higher than the

water level of lock n, so when ship is located in lock n and request movement
into the lock n+1 the gate between these two locks should be open only and
only when the water level of these two adjacent locks are equal, other wise the

ship in lock n will be drowned.
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Figure 16, 16 and 17show details of concurrent processes inside each of the three
main state charts. Figure 16 is a break down of concurrent control tasks in the

“UpHillMovCitrl” state.

Figure 16. State chart of concurrent processes imé “UpHillMovCtrl” movement.
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Figure 17 shows the independent concurrent behaviors in the ship movement control

through the lake:

“ShipMovLakCtrl” and “Ship1, Ship2, Ship3...” are communicating to get the
information like lake passage request, status of the ship and sending the orders to the
ships.

In the second process “ShipMovLakCtrl” and “QueueCtrI” communicate witt ea

other in order to control the queue of the ships waiting to pass through the lake. As
we mentioned before, the lake between the two series of locks [9] is a oneway narrow
water way which means that ships traveling in opposite directions are notcatimwe

pass in the lake at the same time. When Ships request the passage from both sides of
the lake, “ShipMovLakCtrl” puts them in a queue and the priority is with the ship that
request “lake passage” before the others, basically the priority relEGs (First In

First Out).

Figure 17. The state chart of all the concurrent pocesses in the “LakeMovCtrl” state chart.
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Figure 18 is a break down of concurrent control tasks in the “DownHillMovCtrl”.state
There are five main independent tasks that are executing concurrently:

1. “ShipMovDHCtrl” state communicate with the“Ship1,Ship2,Ship3..."to get the
information from the Ships and issue the movement order for them according to what
condition that Ships are in.

2.  “ShipMovDHCtrlI” and “QueueCtrl” interact with each other to control the queue of
the ships that are waiting to pass the lake “

3.  “ShipMovDHCtrlI” and LkOccpCtrl” communicate to check the occupancy of each
lock. When a ship requests the passage, lock occupancy will be checked for the
closest lock to the ship and of course in the same direction of the ship movement.
This is one of the safety issues that should be checked in order to not have a collision
in the lock system.

4. “ShipMovDHCtrl”, “WlevelS”, “ValveSCitrl” and “ValveCitrl” interactevith each
other to check safety issues associated with water level. After them@medsvater
level of the lock that ship is located in and the lock that ship want to move in, sent to
the “ShipMovDHCtrl”, it compares the numbers and if the water levels do not match
“ShipMovDHCItrl” sends an order to the “ValveSCitrl”, the order will be like for
example:” open valve of the lock with higher water level” which in the down hill case
is the water level of the lock that ship is located in. “ValveSCtrl” sends thetorde
the “ValveCtrl”, the valve of the lock with higher level of water will be opened unti
the water levels get match, for this reason “WlevelS” must constdrgtbkand

measure the water level of the locks.
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In this process “ShipMovDHCItrl”, “GateSCtrl” and “GateCtrl” interagth each

other so that the gate of the lock that ship is moving into gets open on time. In down
hill movement the water level of lock n+1 is lower than the water level of lock n, so
when ship is located in lock n and request movement into the lock n+1 the gate
between these two locks should be open only and only when the water level of these

two adjacent locks are equal, other wise the ship in lock n will be drowned.

Figure 18. State chart of the concurrent processes the “DownHillMovCtrl” movement.
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Eventually after ship completes its down hill movement through the locks, iis énée

ocean.

Detailed Representation of System Objects

Now that the high-level processes and their communication details are invpéacen

expand the detail to account for the specific features (e.g. Number of locks aord s¢ns
waterway) in the control system. The relationship of the water level conthat, va

sensors and actual valve is shown briefly in Figure 16, we show their relationship for
each set of lock in Figure 19. The dashed line separates each independent process and
the independent processes are executing in parallel with each other. As shayumen Fi

19 shows that “ShipMovUpHIllCtrl” state interacts with six valve sensor contrbl a

valve control. Although the “ShipMovUpHIlICtrl” is the common state between all the
processes in Figure 19 but each process is independent from the other because the

“ValveSCtrl” and “ValveCtrl” states in each process are differarnfthe other.
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Figure 19. State chart of water Level control in eeh lock system .
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The relationship of the water level control, gate sensors and actual ghiewmstsiefly

in Figure 16, we show their relationship for each set of lock in Figure 20.

Figure 20. State chart of water gate control in edtlock system

Strateqy of implementation

The strategy of implementation is as follows: we translate stateschertoehaviorally

equivalent finite state process algebra code (FSP code) representatitimenWse
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model-checking techniques in LTSA to detect violations of liveliness propaffies

show how LTSA can be applied to the generated process algebra for theodetecti
deadlocks. Finally, we demonstrate how model-checking results can be retted ba

the original state charts model.

In the following fragments of code, we will briefly map the FSP code t&¥lséem
architecture and show the FSP code for each state of the architectureavfaheoatrol

system shown in Figure 16, Figure 17 and Figure 18. We don’t go much into detail of the
code and only illustrate the part of it. You can find the complete code in Appendix A.

“LakeMvCtr!”:

“UPH stands for UPHILL,bNH stands for DOWNHILL.

property WATERWAY = (UPH[Ships].enter -> UPH[1]
IDNH[Ships].enter -> DHS[1]),
UPHTJi:Ships] = (UPH[Ships].enter -> UPH[i+1]
|[when(i==1)UPH][Ships].exit -> WATERWAY

[when(i>1)UPH[Ships].exit -> UPH][i-1] ),
DNH][i:Ships] = (DHS[Ships].enter -> DNH][i+1]

[when(i==1)DNH[Ships].exit -> WATERWA Y

|[when( i>1)DNH[Ships].exit -> DNH[i-1 D.

Safety check: if both ships coming from opposite direction wants to pass the waterwa

the unsafe situations will happen:
|IUNSAFE = (UPH[Ships]:SHIP|DNH[Ships]:SHIP ||WATER WAY).
|ISHIPS = (UPH[Ships]:SHIP||DNH[Ships]:SHIP ||WATER WAY||ONEWAY ).

Waterway is a common resource for the ships coming from different directions,

Dead Lock Check

If ships of both groups want to use it through a specific logic, for example ship 1 should
pass when water way is empty and also ship2 at the opposite direction has the game log
and both of them have entered the water way so concerning their logic thbg tiére

for ever, this is called deadlock:
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IDEADLOCK = SHIPS>>{UPH,DNH}{Ships].exit}.

Queue Cirl:

When the lock system is full, ships are put in a queue and at the first moment that the
lock system is ready to accept another ship they will be retrieved. Theaétsill be in

FIFO (First In First Out) format:

property QUEUE = (Ships.enter -> QUEUE[1]),

QUEUE][i:Ships] = (QUEUE][Ships].enter -> QUEUEJi+1]
|QUEUE[Ships].exit -> QUEUETi-1]),

ShipMvUHControl :

This state plays a very critical role in the architecture becauseeatbntrol actions will

be done according to the ship situation an also ship location will be updated in this state:

SHIPMOVCTRL = (shippassrequest[i]->LOCKOCCUPANCYCHE ~ CK->WATERLEVELCHECK-
>SHIP[i+1]|SHIP[i+1]->GATECTRL).

“ShipMvDHCItr!l” will be the same, although the functionality of these two control
modules are the same but they control different movement
At all times, ships should have an established links of communication with the ship

movement controller. A ship should report any location change and request.

SHIP[X] = (approach->sendrequest->stop|move->end ->
SHIP[x]&&LOCKCHECK&&SHIPMOVCTRL).
SHIP[X] = SHIP[x+1],

Also the canal system is scalable in the terms of ship numbers, the dyatadide the

canal system more similar to the existing real canal systems likenRa@anal.

LkOccpCitrl:

Lock occupation should be done to issue a passage permit or locate the ship in a queue

behind the canal.
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LOCKCHECK]IK] = (shiprequest ->lockcheck[j] ->respon se -
>SHIP&&GATECTRL&&QUEUE)
LOCKCHECK]K] = LOCKCHECK]k+1],

GateSCitrl:
With the help of this control sensor the state of the gate will be clear, tegstas the

signal to the ship movement and the gate.

GATESCTRL[[] = (SHIPMOVCTRL->gatecheck->GATE&&SHIPM  OVCTRL)

GATESCTRL][l] = GATESCTRL[l+1]

GateCtrl:

This state shows the physical actions of the gates.
GATE = (GATECTRL->0pen->close->GATE)

WLevelCtrl:

This state will show the water level state in each lock.

WLEVELCTRL = (GATECTRL->wlevel[n]->wleveleq[1])
wleveleq[1]: if wlevel[n] = wlevel[n+1} wlevel[0]

ValveSCirl:
Water level control state and Valve sensor control state have a mutual caatoani
until the water level of two adjacent locks becomes equal. This procedure can happens

for several locks at the same time.

VALVESCTRL = (wlevel[0]->openvalve[n+1]->WLEVELCTRL )
openvalve[n+1]: if UPHJi]->openvalvel[n]

ValveCitrl:

This state shows the physical actions of the valves.

VALVECTRL = (VALVESCTRL->0pen|close->VALVE)

VALVECTRLI[p] = VALVECTRL[p+1]

Then we compose all the states together as they should compile concurrently:
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CANALSYSTEM = ||
WATERWAY||QUEUE||SHIP||LOCKCHEK||SHIPMOVCTRL||WLEVELCTRL||GATESCTRL
IGATECTRL||VALVESCTRL||VALVECTRL

In the following chapter we discuss validation and verification of the Canahsybkat
we design so far with LTSA and UPPAAL. The design with UPPAAL is based on the
timed automaton, which are almost the same as our state charts excepythlsbtoarry

the time issue.
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Chapter 4. Verification and Validation

In this chapter we describe tool support for validation of canal system behavior:
1. Mechanically via LTSA.
2. Visually through XML and Scenebeans.
3. Mechanically through the use of timed automaton and UPPAAL.

We conclude this chapter with a summary of the complementary features AfdnfS

UPPAAL.

Application of Canal System Operation

The canal system operation examined in this case study closely materegsoop in the

Panama Canal. For a detailed description, the interested reader cam @fapter 1.

Tool Support

The canal system consists of six locks. Water movement between locksiseddby

the canal valves and by the help of gravity. When a ship is exiting one lock and entering
another lock, the water level of the adjacent locks should be the same in other words, the
gate between two adjacent locks should not be opened until the water level of the
adjacent locks are equal. The most common form of concurrent behavior occurs when
more than one ship is passing through the canal. Water levels should check for more than
one ship at the same time, and valve and gate operations for more than one lock should be
checked at the same time. The control center should communicate with more than one
ship captain at the same time.

In the next section we implement and test the highly concurrent canal systebTSA

and UPPAAL.
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We use two behavioral modeling and verification tools, which cover all aspects of
behavior described in this thesis. With LTSA, we model the canal system both with
MSCs and with FSP code, and validate the system properties mechanicaltativiali

of system behavior through graphic animation is not in itself novel. The novelty of the
approach is the firm semantic foundation on which animations are constructed, and the
ease and flexibility with which an animation can be described and asdogitighe

LTS model that drives it. We use part of our canal system to illustrate the e@ppooa
animation.

Gate sensor communication with control center

The gate sensor in the canal system takes an input message from controhdenter a
outputs a message. The gate sensor is modeled below as an FSP process. FSP is the input
notation for the LTSA tool. It is a simple process algebra used as a concise spegify

labeled transitions systems.

GATE = (ctrlctrmsg -> close-> GATE

| ctrictrmsg -> open -> GATE).

In the above, “->" denotes action prefix and “|” choice. The choice between openeor clos
is nondeterministic. In addition to the FSP code, we build a XML file indicating the
speeds, directions, dimensions and shapes of components in the canal system. Then the
XML file is linked to the FSP file in the FSP code. It follows that animatiersee

means the FSP code. If details of the FSP code implementations are duretttist

will be reflected through a visual verification of the canal system.

With help of UPPAAL we enter the time issue to the canal model and make itianeal
system modeled with automata, then we verify the real-time canal modePihALR

which is based on temporal logic.
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Part 1. Mechanical Validation/Verification of the canal system with LTSA

We focus on the validation/verification of the canal system that we design te€ha
through 3.

Mechanical Validation

The first step of validation by LTSA is checking the system mechanizalihe
animator box (as described it in Chapter 1.) Figure 20 shows a typical screen shot of the

LTSA analyzer in action.

Figure 21. Mechanically checking the canal systemybAnimator box.
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Figure 22. Animation Production Procedure Outline

While we are checking the system behavior with the animator box, LTSAeaisoages
the associated state diagram to the component behavior that we check withoAbowat

Part 2. Visual Validation through XML and Scenebeans

Visual validation is an easy-to-understand means of verifying that behaviw wicdel

is consistent with our intuitive feel for what should happen. If the visualization does not
proceed as expected, then there is a strong likelihood that the behavior modwhtaiti ¢
mistakes. After passing this stage successfully the next veoficaill be animation that

is a visual verification of the canal system, it shows the behavior of the agstein and
interaction between the components so before building the actual system we know how
the designed canal system works. Figure 22 shows the step-by-step proocedteating

an animation production whose behavior is controlled by the labeled transitiom &yste
LTSA.

All the behavior of the system component are linked to the XML file following rbbss t

will be explained in a moment. You can find the complete code of the FSP and XML file
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of the canal system in the Appendix. SceneBeans graphs transmit the combination of
XML and FSP file into an animation.

SceneBeans is a Java framework for building and controlling animated graphics. |
removes the hard work of programming animated graphics, allowing prograrune

focus on what is being animated, rather than on how that animation is played back to the
user. SceneBeans is based on Java Beans and XML. Its component-based agchitectur
allows application developers to easily extend the framework with visual and dxethavi
components. It is used in the LTSA tool to animate formal models of concurreamsyst
Linking the FSP code to XML file, which describe the animation components,sreate
animation. The behaviors discussed in the system architecture in Chaptecdtwdl

the animation components in XML file [13]. We load the XML file into the FSP code by:
animation CANAL = "xml/controlcentertest.xml"

There are two important syntaxes to link the behavior of the components in the FSP code
to the animation components in the XML filebfnmands” and “event ”. Commands are

what start and control animations in the xml file. We associate actions withamafs in

the FSP code. Then, whenever an action occurs, it will call its associated comrtrend i
XML file. The command in the XML file usually resets and starts someviiaha

announces events, sets values of objects, etc.

Syntax:
actions {<action_name>/<command_name>}

There should be a <command> tag in the xml file with the same name as the one in FSP

code. Here is an example of the canal system:
actions{ begin / begin,

SHIP1.enter/SHIP1.enter,...
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SHIP1 will communicate with the SHIP process in FSP code that we described in the

architecture model in chapter3. The related code in XML is: --

<forall var ="p" values ="12345678n ">
- <command name=" SHIP${p}.enter ">

As we mentioned another important syntax to link the behavior of the
components in the FSP code to the animation components in the XML file is”
event”. Events can be thought of as conditions for the purposes of the LTS
animation. Like commands, we associate events with actions as well.
However, in this case, it means that the associated action cannot take place

until that condition is true, i.e. until that event is announced.

Syntax:controls {<action_name>/<event_name>}
All conditions are initialized to true to when the animation starts. We set them
to false by announcing their negations. We first command should announce
negations of all events. In the xml file, we announce events and their
negations as follows:

<announce event="<event_name>" />
There should be a <command> tag in the xml file with the same name as the
one in FSP code. Here is an example of the canal system:
Controls {SHIP1.exit/SHIP1.exit,...

SHIP1 will communicate with the SHIP process in FSP code that we

described in the architecture model in chapter3. The related code in XML is:

<forall var="p" values="123456 78 n">

- <event name="SHIP${p}.exit">
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Visual Experiments

The LTSA generated animation for one ship passing through the canal is showrén Fig

23 and for two ships is shown in Figure 24. In Figure 23 the ship is moving through the
third chamber/lock, the third gate is still open waiting for the ship to finish its mevie

the second chamber/lock is shown full because of the safety issues. As longhes one
gates of lock are open the lock considered as full to prevent any probable accident. In
Figure 23 water level sensor shows that the water level between the se&osdldlce

third lock are equal. Figure 24 shows two ships passing through the canal. The ship in the
first lock is waiting for the water level in the first lock and the second lock beegual,

the valve in the second lock is open to move the excess water in the second lock to the

first lock to match the water level between the two locks.

Figure 23. One Ship Passing through the Canal
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Figure 24. Two Ships Passing through the Canal

The visual validation extracted from the behavioral design shows that how the actua
system works even before making any prototype.

Part 3. Validation/Verification of the Canal System with UPPAAL

As we mentioned in Chapter 3, we use UPPAAL to model and verify the canal system to
insert the time issue into the system. A canal system like Panama Cdnabifielin a
traditional way that time issue is sacrificed to ensure safe operatioh mie@ns the

ships wait in each lock more than it is needed to make sure all the conditions feel satis
to reach a safe state to start moving through the canal, but, with the help of UPRAAL w
can enter time constraints into the system to make it more efficient.

UPPAAL Modeling Language

A timed automaton is a finite-state machine extended with clock variabldRAAIP

uses a dense-time model, where a clock variable evaluates to a real numiher. All
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clocks progress synchronously. In UPPAAL, a system is modeled as a networ&raf se
such timed automata operating in parallel. The model is further extended with bounded
discrete variables that are part of the state. These variables are us@dogramming
languages: they are read, written, and are subject to common arithmeticooperat

state of the system is defined by the locations of all automata, the clockacdsstand

the values of the discrete variables. Every automaton may fire an edgerfsssnet
misleadingly called a transition) separately or synchronize with anatt@naton,

which leads to a new state.

Example. A Simple Lamp

Figure 25 shows a timed automaton model for a simple lamp. The lamp has three
locations: off, low, and bright. If the user presses a button, i.e., synchronihga®as?,

then the lamp is turned on. If the user presses the button again, the lamp is turned off.
However, if the user is fast and rapidly presses the button twice, the lamp is turned on
and becomes bright. The user model is shown in Fig. 1(b). The user can press the button
randomly at any time or even not press the button at all. The clock y of the lared is us

to detect if the user was fast (y < 5) or slow (y >=5).

Figure 25. The simple lamp example.[15]
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Model Formulation in UPPAAL

To begin design of the canal system, we draw the state chart diagramshfor ea
component in the system. We assume bogus time constraints introduced as clock, as
shown in Appendix B, for opening or closing the gates, matching the water level of two
adjacent locks and complete movement of a ship from one lock to the other one.

Ship Operation

We first defined the ship operation or path, which will determine the livelinebg of t
system. Please refer to Figure 26. The ship requests passage as it appghzachnal.

Then the ship will continue to pass through 8 gates before it has reached the end of the
canal. The clock variable used in this state diagrams is X. The transitionrbetwee
ShipMoving and ShipPassedGate will not occur until x>=3. This indicates thiegst ta

the ship at least 3 clock events before it is completely in a chamber.

Gate Operation

Figure 27 shows the operation of each gate in the canal. There are a total efi tete
canal design. Each gate is identified with the g_num variable that claskdigate id.
The clock is defined by variable y. This design shows that the gate will open amhclos

at most 6 clock events.

Figure 26. Ship Operation through the canal system.
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Chamber/Lock Operation

The operation of each chamber in the canal is shown in Figure 28. There are a total of 6
chambers in the canal design identified through the ch_num or channel number variable
This state diagram does not contain any clocks. Rather, synchronizations are used to

trigger transitions between states.

Figure 27. Gate operation through the canal system.

Figure 28. Chamber/Lock operation through the canakystem

Canal Control Center Operation

Figure 29 shows the state diagram of the control center. After initialzatif several
variables the Control Center will remain in the state WaitForNextShip. ®remuest
for passage has occurred then the states will cycle through repeatedly utdd Gayse
passed. The control center gives the commands (synchronizations) to open and close

gates and water valves along with commanding the ship movement.
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Figure 29. Canal control center operation.

Compilation and Simulation in UPPAAL

Following the completion of the finite state charts, the diagrams are compdeten
simulated. The simulation, traverses through each state chart in relationaioodimer,

and automatically generates sequence diagram of the behavior of the compsnents, a
shown in Figure 30. During the simulation, we determined that the Ship could reach the
state ShipOutCanal found in Figure 30 indicating the liveliness of the system. The
validation as shown in Figure 30 is similar to the animator box validation in LTSA Eac
transition that can happens between the message sequence charts corresponds to a vali

transition
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Figure 30. Simulation and verification screen of tk canal operation.

The designed system is scalable, as shown in Figure 29 and the number of ships that

canal can handle can be entered to the model.

Complementary Features of LTSA/UPPAAL

In LTSA we start our design from the subsystem of the whole system andlifter

define how the subsystems interact with each other, according to our definition of the
interaction between the subsystems and also subsystems behaviors LTi&Aizgatthe
overall system architecture. The subsystems might have common components so thei
internal behavior interactions affects the overall system behavior, LT$A tglto

revise the system design as far as there is not any harmful interadti@eb¢he system

components and the overall system behavior by checking for all the possible deadlocks
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and ensuring the safety in the system. In UPPAAL we model each subsystesalas a
time system based on timed automata, the UPPAAL simulator simulate alralelpa
subsystems. In UPPAAL there is no system overall architecture so the dedmHiokk c
only is done for the internal interactions between the subsystems, it meahththat
subsystems of a canal do not have deadlock so the overall architecture of kineiglaina
not have dead lock.

To have a more secure and deadlock free system we suggest to design anel aimulat
system with LTSA then if the system is a real time system apply thidated design

into the UPPAAL to achieve a real time deadlock free and secure systehis Bgne
LTSA is not capable of simulating and verifying the real time systemSALgives a

visual verification, which shows the actual system behavior.
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Chapter 5. Conclusions and Future Work

Summary of Contributions

Waterways such as canal systems are significant source of taf@estion [16]. To
mitigate these problems we applied the synthesis and verification appraagh TSIA
and UPPAAL tool to analyze the safety and liveliness/deadlock of the concurrent
behavior of the canal system and entering the time issue into the canal &ystake a
more efficient system. The design is scalable which means it works forkeenam
ships that can possibly occupy the canal system. In Panama Canal sevencsipipshec
canal system in one direction at the same time.
The key benefit of this approach is the formal modeling of concurrent behaviors in the
lock system and verifying that unsafe operations will not occur in a reasonadleteof
time with the number of ships that can possibly occupy the canal system. Iridhe fol
we bring a list of the thesis contributions:

1. Scalability: close to the actual Canal system.

2. Deadlock free and safe modekave money and time

3. Soft real time canal systemsave time, we are not sure about money?

Future Work

We created two queues behind the canal and before the lake, the passagevasority
according to the FIFO rule, however it is not really an efficient way fongjithe

priority to the ships, for example when a small and fast ship is behind a big and slow ship
according to our priority rule the slower ship enters the lake or lock systene beé¢

smaller and faster ship, but it is more efficient if we give the priorithecstmaller ship.
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Our future research can be described as: Analyzing the fairness shiberfovement

control” while ships are passing through the lake between the two set of locks.
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Appendices A

This appendix contains XML code of the behavioral modeling of the canal system.

/[This module defines the dimension of the animation window and ghimovement
algorithm.//
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Appendix B

This Appendix contains UPPAAL code: In UPPAAL there isn’t any coding hke i
LTSA, the base of the design is on the drawing automata state charts antydbé
variables on the finite state charts edges, as shown in chapter 4.

/I Here is the very top level system definition that UPPAAL requires.

Int n

Int x

Define ship system: ship1(1:n)

Define ship system: ship2(1:n)

Clock x, x<5

Define valve sensor system: valvesensor1(1:6)
Define valve sensor system: valvesensor2(1:6)
Define valve sensor system: valvesensor3(1:6)
Define valve sensor system: valvesensor4(1:6)
Define valve sensor system: valvesensor5(1:6)
Define valve sensor system: valvesensor6(1:6)
Clock x, x<3

Define valve system: Valvel(1:6)

Define valve system: Valve2(1:6)

Define valve system: Valve3(1:6)

Define valve system: Valve4(1:6)

Define valve system: Valve5(1:6)

Define valve system: Valve6(1:6)

Clock x, x<3

Define gate sensor system: gatesensor1(1:8)
Define gate sensor system: gatesensor2(1:8)
Define gate sensor system: gatesensor3(1:8)
Define gate sensor system: gatesensor4(1:8)
Define gate sensor system: gatesensor5(1:8)
Define gate sensor system: gatesensor6(1:8)
Define gate sensor system: gatesensor7(1:8)
Define gate sensor system: gatesensor8(1:8)
Clock y, y<3

Define gate system:Gate1(1:8)

Define gate system:Gate2(1:8)

Define gate system:Gate3(1:8)

Define gate system:Gate4(1:8)

Define gate system:Gate5(1:8)

Define gate system:Gate6(1:8)

Define gate system:Gate7(1:8)

Define gate system:Gate8(1:8)

Clock y, y<3

Define Lock system: lock1(1:6)

Define Lock system: lock2(1:6)

Define Lock system: lock3(1:6)

Define Lock system: lock4(1:6)

Define Lock system: lock5(1:6)

Define Lock system: lock6(1:6)

Clock x, x<5
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