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•  Realistic sensor networks: Normal nodes, faulty or 
corrupted nodes, malicious nodes 

•  Hierarchical scheme – inspired from social and 
economic architectures which provides global trust 
on a particular context without requiring direct trust 
on the same context between all agents. 

•  Combines techniques from fusion centric, 
collaborative filtering, estimation propagation 

•  Trusted Core(TC) 
–  Trust Particles, higher security, additional sensing 

capabilities, broader observation of the system, 
confidentiality and integrity, multipath communication. 

–  Every sensor can communicate with one or more trust 
particles by paying an communication and crypto cost. 
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Figure 2: Local Dynamic Trust 
Relations 

Figure 1: Sensor Network Realization 
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Figure 3: Context in trust relation 

1. All the sensors which abide by the protocols of sensing 
and message passing, should be able to track the 
trajectories. 

2. This implies that those nodes which have poor sensing 
capabilities, nodes with corrupted sensors, should be 
aided by their neighbors in tracking.  

3. Those nodes which are malicious and pass false 
estimates, should be quickly detected by the trust 
mechanism and their estimates should be discarded. 
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